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Magnetic Unclonable Functions Leveraging Remanence and
Anhysteretic States

Alessandro Magni,* Gabriele Barrera,* Federica Celegato, Francesco Riboli,
Diederik S. Wiersma, Sara Nocentini,* and Paola Tiberto

Physical Unclonable Functions (PUFs), derived from the unique properties of
physical hardware, enable the generation of cryptographic keys with enhanced
security against cloning and cyber-attacks because of their inherent
randomness and on-the-fly key extraction. The scientific interest on these
systems motivated the exploration of several hardware from optical,
memristive to electric. Compared to optical and electric systems, magnetic
PUFs offer strong robustness against environmental perturbations and easy
integration into micro-devices because of their compatibility with
CMOS-technology. A new magnetic platform is introduced that allows
password generation with over 400 independent bits with a dual-mode
operation. A deterministic mode provides a stable, repeatable response to a
given interrogation, while a reconfigurable mode ensures a different response
each time. This system utilizes nominally identical FeGa dot array that, given
their microscopic magnetic properties, are hard to clone with current
technology. This enables the extraction of highly entropic cryptographic keys
via the Magneto-Optical Kerr Effect microscopy. Moreover, magnetic
field-controlled key generation enables the dynamic switching between
deterministic and reconfigurable key generation within the same hardware
without need for multiple interrogation stimuli. This dual functionality
enhances security and flexibility, opening new avenues for secure and
adaptable cryptographic implementations in anti-counterfeiting and secure
password generation.
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1. Introduction

Nanostructured magnetic materials, even
when fabricated with the utmost preci-
sion by advanced techniques, exhibit inher-
ent randomness in their magnetic proper-
ties such as unpredictable local variations
in magnetic anisotropy, magnetic domain
patterns, and magnetization directions.[1–6]

This randomness is exacerbated by conflu-
ent factors such as crystallographic imper-
fections, subtle topographical variations in
surface roughness and edge shapes, im-
purities and defects, and stochastic ther-
mal fluctuations.[2,3,5–7] While such ran-
domness can pose challenges for deter-
ministic magnetic devices,[8–10] producing
noise and information loss in magnetic
memory, it provides a unique founda-
tion for developing secure hardware sys-
tems for cryptographic applications.[11–16]

Physical Unclonable Functions (PUFs)
take advantage of these inherent phys-
ical variations to generate unique and
unpredictable but deterministic crypto-
graphic keys, offering a robust defense
against counterfeiting, cloning, and various
cyberattacks.[17–26] To practically advance
their use in real-world authentication,
key features such as robustness, a large

number of independent key bits, and sufficient entropy are
crucial. Additionally, advanced functionality beyond static hard-
ware, such as switchability and reconfigurability can enhance
the security of the physical unclonable function against at-
tacks. A switchable PUF for which the physical properties can
be varied reversibly provides a multi-level operation with a
net increase on entropy and thus security,[18] while a reconfig-
urable PUF enables an irreversible generation of a new hard-
ware with different properties that enhances the security and
reusability in the presence of cyber attacks.[27] While PUFs can
be classified by their readout mechanism—whether single[28]

or multiple[29]—they typically operate in just one mode, ei-
ther static or reconfigurable.[30–32] The new type of magnetic
material that we present in this work allows for the realiza-
tion of unclonable functions with very high entropic keys,
in which static and reconfigurable hardware coexist within
a single device, thereby significantly enhancing security and
adaptability.
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Magnetic materials offer several advantages, making them
robust and reliable in real-world scenarios and electronic au-
thentication devices. Their unique nonlinear magnetic response
and the ability to control magnetization states through mag-
netic field history[33] provide a rich platform for developing
advanced highly secure architectures. In contrast to electrical
hardware,[17,34] which can be susceptible to various attacks,[35]

and optical primitives,[18,36] which may have a larger number of
degrees of freedombut limited compatibility with existing CMOS
fabrication and readout technologies, magnetic unclonable func-
tions offer key advantages. They are inherently compatible with
existing semiconductor fabrication processes, enabling seamless
integration with existing hardware[37–39] and they are character-
ized by an enhanced stability to environmental perturbations
such as temperature fluctuations and high electric fields,[40,41]

and resilience to machine learning attacks.[42] For these reasons,
in recent years much attention has been devoted to magnetic sys-
tems that offer unclonability, stable responses even to harsh envi-
ronments, and compatibility with the CMOS foundry.[17,43,44] Two
are the main reading mechanisms of the intrinsic disorder of the
magnetic systems: resistance measurements[16,45] and magneto-
optic measurements[15] that are applied to spin transfer torque
magnetic random-access memory,[46] spin orbit torque[15,47–49]

and magnetic tunnel junctions.[16,44] These examples show the
stability and potential of magnetic hardware but still have limita-
tions in the number of independent extracted keys (on the order
of a few tens of bits and low entropy per bit) and they operate
only in single mode.[48,50,51] Although some reconfigurable PUFs
have been shown in electrical and optical systems,[27,30,52–54] very
few exploit magnetic effects.[15,48,49] This is mainly because the
proposed magnetic PUFs typically require complex, multilayer
thin-film stacks that are challenging to fabricate.
In this work, we present a new type of magnetic micro-

patterned platform based on an ordered array of Fe70Ga30 dots,
that generates physical unclonable functions characterized by
very high entropy and excellent robustness. This single-layer de-
sign is a major improvement over existing similar devices,[15] as
it offers lower fabrication complexity, shorter production times,
and reduced costs by avoiding the need for electrical contacts.
The FeGa alloy was selected for its appealing multiphysical

properties, low cost and for the possibility of depositing it on a
silicon substrate,[55] characteristics that are attracting growing
interest from researchers.[56] The alloy exhibits soft magnetic
properties resulting from a balanced contribution of magne-
tocrystalline and shape anisotropies, which leads to a peculiar
arrangement of magnetic domains.[57] Furthermore, its high
Curie temperature (> 600 K),[58,59] similar to other Fe-based
amorphous and nanocrystalline alloys[60] or Fe-doped ferro-
magnetic semiconductors,[61] ensures the suitability of FeGa
PUFs for applications requiring higher-than-ambient operating
temperature. Finally, FeGa alloy is biocompatible,[62] making it
suitable for PUF devices in biomedical environments.
Magneto-optical Kerr Effect (MOKE) microscopy was chosen

for extracting the cryptographic key from the magnetization dis-
tribution due to its simple, noninvasive, and fast readout mech-
anism. Moreover, it offers stable, robust, repeatable measure-
ments also across different devices and laboratories.[63,64]

We demonstrate the unique dual-mode operation of the pro-
posed magnetic PUF: it can function as both a reproducible PUF

and a reconfigurable one by leveraging the influence of an exter-
nal magnetic field to induce remanence and anhysteretic states,
respectively. In the deterministic mode, the material is config-
ured into a stable remanence magnetic state through the repeti-
tion of a specific dc magnetic field history. The average magne-
tization of each dot is associated with a single bit, resulting in a
key with around 500 independent bits, with an entropy per bit of
0.88. In the reconfigurable mode, the material is configured into
a stochastic anhysteretic magnetic state driven by the repetition
of a related ac magnetic field history. In this case, the randomly
spatially complex arrangement of magnetization within each dot
was extracted by advanced multibit processing able to maximize
the security and information content of the cryptographic keys
resulting in over 100 independent bits.
This dual mode switching operation using a single interroga-

tion based on the solely magnetic field history within the same
device surpasses state-of-the-art systems that rely on a multilevel
operation,[18,65] multi-factor authentication[66] or irreversible re-
configuration by using multiple external stimuli.[67–69]

2. Results and Discussion

2.1. Magnetic Function Fabrication and Morphological
Characterization

The 2D magnetic physical unclonable function consists of an ar-
ray of 27 × 20 Fe70Ga30 dots, over a total area of 81 × 60 μm2.
This results in an areal dot density of 1.1 × 105 dots/mm2, which
significantly increases (more than two orders of magnitude) the
amount of information that can be stored in the PUF (see Sec-
tion 2.3) with respect to previous similar work.[15]

The Fe70Ga30 composition of the alloy was verified by EDX
measurements on thin films deposited using RF sputtering with
the same deposition parameters as the FeGa array. The EDX spec-
tra (shown in Figure S1, Supporting Information) and their anal-
ysis confirm an Fe/Ga ratio of 70:30 within the experimental er-
ror. Based on our previous results obtained from a thin film of
a similar thickness that was fabricated using the same setup,[70]

the crystalline structure of the FeGa array can be considered a
mixture of the A2, B2, and D03 phases.
The array has been manufactured through a combination of

direct-write laser lithography and sputtering deposition, as de-
picted in Figure 1A. This manufacturing procedure (the details
are reported in the Experimental Section) results in highly or-
dered dots in a square configuration whose top view SEM image
is shown in Figure 1B. A high-magnification SEM image of four
representative dots from the array is shown in Figure 1C. Despite
being fabricated during the same lithographic process, the dots
are morphologically similar but not identical. Each dot displays
unique nanometric features such as defects, curvatures, and de-
formations.
A statistical study was conducted on the morphological char-

acteristics of the entire PUF array. In particular, elliptical fitting
on the SEM image (Figure 1B) was used to determine the spatial
orientation (𝜃, the angle between the major axis and the horizon-
tal axis of the SEM image) and the aspect ratio (the ratio between
the major aM and minor am axes of the ellipse) of each FeGa dot.
The 𝜃 angles, visualized by the color of the ellipse contours

in Figure 1D, show a preferential alignment near the horizontal
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Figure 1. Fabrication and morphology analysis of the magnetic array of Fe70Ga30 dots. A) Fabrication protocols of the dot array; B) top-view SEM-image
of the FeGa dot array; C) High-magnification SEM image of four representative dots; D) array of the best-fitting ellipse: the contour color displayed the
orientation of the ellipse with respect to the horizontal axis of the SEM image; E) distribution of the best-fitting ellipse aspect ratio (green bars) and
corresponding fitting curve (red line); F) distribution of the effective diameter (blue bars) and corresponding fitting curve (red line); G) AFM image of a
representative portion of the dot array; H) height profiles extrapolated from the AFM image shown in G).

direction (𝜃 ≈ 0° ≈ 180°), with only a few dots exhibiting more
random orientations. Furthermore, the distribution of the ellipse
aspect ratio, shown in Figure 1E, extends over the range 1.00–1.21
and it is well-fitted by the Gaussian function (red curve) with a
mean value (〈M〉) of 1.10 μm and a standard deviation (SD) of
0.08 μm. This systematic distortion across all dots, from the ideal
round shape to an elliptical one, could be due to minor astigma-
tism in the laser beam, which stretched the beam spot along the
horizontal axis.
Despite this small deviation, the FeGa dots can be reason-

ably approximated as circles, whose effective diameter (Deff =
√
aMam) distribution (Figure 1F) is well-described by the super-

position of two Gaussian functions (red curve) with a 〈M〉 of 1.98
and 2.16 μm and SD of 0.09 and 0.14 μm, respectively. As a re-
sult, the top-view morphology features of the PUF do not reveal
significant dot-to-dot deviations.

The topographic features of the magnetic PUF were in-
vestigated using Atomic Force Microscopy (AFM). The AFM
image of a representative PUF area (Figure 1G) reveals pre-
dominantly flat dot surfaces with a mean square root rough-
ness of 3.21 ± 1.24 nm. Two height profiles, extracted from
the AFM image (green and blue dashed lines) and shown in
Figure 1H, demonstrate the sharp vertical walls of the dots
and determine a dot thickness of 27 nm (see the dashed red
line).
Ten (#10) nominally identical FeGa dot arrays were fabricated

using the same design and process parameters. The top view
SEM characterization (reported in Figure S2, Supporting In-
formation) unequivocally demonstrates that the #10 fabricated
arrays are identical in appearance, exhibiting no discernible
differences in terms of morphology and size. Additionally, the
ellipse-fitting analysis applied to each of the #10 arrays results in
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Figure 2. Magnetic characterization of PUF. A) Hysteresis loop of the FeGa dot array; B)MOKE-images of the FeGa dot array taken at selected remanence
states (r(Hi)) and at the anhisteretic state a(Hi = 0 mT).

highly comparable and remarkably consistent values for aspect
ratio and Deff, see Figure S3 (Supporting Information).
This high degree of uniformity in the morphological char-

acteristics among the arrays, resulting from the reliable and
reproducible fabrication process, makes them suitable for
authentication applications by effectively concealing the infor-
mation content from visual (microscopy) inspection.

2.2. Magnetic Function Characterization and Key Generation

While morphological properties are consistent across dot arrays,
inherent and uniqueness variations in magnetic properties, un-
controllable by either the manufacturer or a malicious attacker,
make this hardware a suitable platform for physical unclon-
able functions.
The magnetic hysteresis loop of the whole FeGa dot array

(Figure 2A) shows that the magnetization reversal occurs within
a field range of ± 25 mT (the field is applied in-plane, parallel
to the line of the 27 dots, called the x direction of the dot array).
The monotonous and slow decrease of theM(H) curve indicates
that the switching process of magnetization does not occur at the
sameH value for each dot, but rather, a distribution of switching
fields is present.
Information about the local magnetization of the FeGa array

was extracted using the magneto-optical Kerr effect (MOKE) mi-
croscopy. The components parallel and antiparallel to x are dis-
played in white and black, while the magnetization components
along the transverse direction y are displayed in an intermedi-
ate gray level. The out-of-plane magnetization component can be
safely neglected in the current system.[71] Two peculiar magnetic
state of the FeGa array, termed remanence state r(Hi) and anhys-
teretic remanence state a(Hi), were induced using user-defined
magnetic field histories. The r(Hi) state is obtained by applying a
positive saturation field (hereH = +30 mT), which is then slowly
reduced to a (negative) value Hi (ranges from 0 mT to –2 mT),

and finally increased to zero. The a(Hi) state is obtained
[72] by

setting a constant DC field toHi overimposed with an AC field (f
= 17 Hz); the AC field amplitude is decreased to zero (decay time
𝜏 = 3 s), and finally the DCHi field is set to zero.
A selection of the r(Hi) magnetic state, visualized by MOKE

images, is shown in Figure 2B (the first five panels). At r(Hi = 0
mT), most of the dots are characterized by a light gray contrast,
indicating that they have basically retained the saturated state in-
duced by the previously applied positive saturation field. Only in a
limited number of dots, those in dark gray, the magnetization re-
versed. By progressively increasing the negative amplitude ofHi,
the obtained r(Hi) state is characterized by an increasing number
of switched dots. At r(Hi = –0.85 mT) state, the number of dark
gray dots is comparable to the number of the light gray dots. Ul-
timately, at r(Hi = −7 mT), the dark gray dots are the most preva-
lent.
Figure 2B in the lower right panel shows a representative

MOKE image of the a(Hi = 0 mT) magnetic state. Herein, each
dot is no longer clearly labelled by a single gray level, but results
in a mixture of light and dark grays that vary from dot to dot, in-
dicating a complex spatial distribution of the magnetic domains.
Panels A and B of Figure 3 present enlarged MOKE images

of the same representative region of the FeGa dot array, acquired
sequentially in the r(Hi = –0.85 mT) and a(Hi = 0mT) states. No-
tably, the transition to a(Hi) state erases any of the previous r(Hi)
state. Specifically, each dot switches from a predominantly light-
or dark-gray contrast to a unique, randomly spatially modulated
gray scale.
Furthermore, the MOKE images revealed that, in both the

r(Hi) and a(Hi) states, nominally identical dots highlight dis-
tinct magnetic configurations under the same applied field his-
tory. This observation likely stems from small, random varia-
tions in the microstructure, such as crystallographic cell orien-
tation, point defects, or grain boundaries, or slight variations in
morphology (see Figure 1C) from one dot to another,[2,5,7] com-
bined with the inherent characteristic of magnetic systems of
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Figure 3. Cryptographic key extraction. A) MOKE image of a 7 × 7 portion of the FeGa dot array at r(Hi = -0.85 mT); B) MOKE image of the same
7 × 7 portion of the FeGa dot array at a(Hi = 0 mT); C) individual hysteresis loops of each FeGa dot in the array portion shown in panels A and B;
D) binary mask obtained from the MOKE image in panel A using a 1-bit procedure; E) binary mask obtained from the MOKE image in panel B using a
4-bit procedure; F) binary mask obtained from the MOKE image in panel B using an 8-trits procedure. Legends under D–F) represent an example of the
binary values extracted applying the three procedures to a single dot.

simultaneously minimizing different internal energy terms.[11]

This magnetic uniqueness of each single dot is corroborated
by the hysteresis loops measured for each dot individually,
(Figure 3C), which exhibit significant variations in the shape, re-
manence and coercive field values.
Themagnetic behavior of the array, and consequently the PUF

functionality, are influenced by the design of the dot, including
geometric parameters such as diameter, thickness, and center-
to-center distance, as well as alloy composition. By changing one
of these parameters, the magnetic configuration of the dot can
evolve from a single domain to a more complex single or multi-
ple vortex state, and even to a multi-domain configuration.[71,73]

Examples of MOKE images taken at demagnetized state on FeGa
arrays with different dot diameters (Deff = 1.4 – 1.8 μm) and com-
position (Fe80Ga20) are shown in Figure S4 (Supporting Informa-
tion). Variations in diameter within the explored range do not
substantially alter the main features of the demagnetized state
observed in Figure 3B. The magnetic domains consistently form
a complex, randomly oriented spatial distribution. A visible varia-

tion is instead observed when the FeGa alloy composition ismod-
ified. In fact, each Fe80Ga20 dot exhibits a much more defined
and oriented demagnetized state, which is constituted by two do-
mains with opposing magnetization along the x direction. The
correlation among magnetization distributions limits the ran-
dom response of the PUF and it has not been considered within
this study.
The magnetic information encoded in the r(Hi) and a(Hi)

states of the FeGa dots array is translated into a cryptographic
key (Ki) by distinct procedures based on the gray level of the
MOKE images.
The first procedure (called 1-bit) fixes a threshold equidistant

between the maximum and minimum gray values of the entire
corresponding MOKE image. Then, each dot is classified as 0
(black) or 1 (white), based on whether its mean gray value falls
below or exceeds this threshold, respectively. As a result, each
dot stores 1 bit of information. As an example, Figure 3D shows
the binary image corresponding to the MOKE image of the panel
A obtained following the 1-bit procedure.

Adv. Funct. Mater. 2025, 35, e16376 e16376 (5 of 12) © 2025 The Author(s). Advanced Functional Materials published by Wiley-VCH GmbH

 16163028, 2025, 52, D
ow

nloaded from
 https://advanced.onlinelibrary.w

iley.com
/doi/10.1002/adfm

.202516376 by U
niversita D

i Firenze Sistem
a, W

iley O
nline L

ibrary on [27/02/2026]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense

http://www.advancedsciencenews.com
http://www.afm-journal.de


www.advancedsciencenews.com www.afm-journal.de

While this procedure reliably transfers magnetic information
encoded in the r(Hi) states to the cryptographic key, it is not suit-
able for analyzing the a(Hi) state due to its complex spatial dis-
tribution of magnetic domains within each dot. Therefore, three
different binarization procedures (called 4-bits, 8-bits and 8-trits)
for the a(Hi) state were developed. In the 4-bits and 8-bits proce-
dures, each dot in the MOKE image is divided in four 90° sectors
or eight 45° sectors, respectively, then each sector is again con-
verted to 0 (black) or 1 (white) by comparing its mean gray value
with the aforementioned threshold. Each dot now encodes one
of the 24 or 28 possible states. As an example, Figure 3E shows
the binary image obtained by processing the image of panel B
with the 4-bits procedure. On the other hand, the 8-trits proce-
dure classifies the mean gray value of each of the 8 sectors into
one of three levels (black, gray, or white) based on two thresholds
equally spaced across the gray scale of the MOKE image. These
levels are then indexed as 0, 1, and 2, respectively. Each dot now
carries one of the 38 possible states. The processed image result-
ing from applying the 8-trits procedure to panel B is shown in
Figure 3F.

2.3. Magnetic Unclonable Function

Each binary key extracted from the MOKE images is then ana-
lyzed using information theory concepts.We computed the Shan-
non entropy S of a single key from the 1-bit probability pkey and
0-bit probability (1 − pkey): S = −pkeylog2(pkey) − (1 − pkey)log2((1 −
pkey)).

[74]

On the other hand, the cross-comparison in between differ-
ent keys generated from different devices (inter PUF) or different
interrogations on the same device (intra PUF) is based on the
Fractional Hamming Distance (FHD) metrics. This is the pair-
wise distance between keys normalized to bit string length. Thus
ideal identical keys have a FHD equal to zero while random keys
a FHD of 0.5. By comparing PUF responses generated by repeat-
edly interrogating the same device with same challenge (termed
like FHD) we establish the system stability. While by applying the
same challenge on different devices or different challenges on
the same device (termed inter or intra unlike FHD, respectively)
we access the system unclonability and ability to generate ran-
dom responses.
The number of independent bits of the keys extracted from the

PUF is calculated from the inter-FHD distribution. Under the as-
sumption that the “0” and “1” bit are equiprobable, the FHD dis-
tribution can be associated to a binomial distribution, which, for
a large number of comparisons, is also well fitted by a Gaussian
distribution with an average value and a standard deviation (p,
𝜎). The latter two parameters can be used to calculate the num-
ber of independent bits (or degrees of freedom) using the for-
mula Ndeg = p(1 − p)/𝜎2.[75,76] In this way, the resulting number
of independent bits (or entropy) is scaled down by removing even-
tual correlations among the keys. Considering the unpredictable
nature of the configuration of the magnetic domains in each
dot at the remanence states, we now highlight how such mag-
netic hardware behaves as a PUF by using the metric here above
described.
The performance of the proposedmagnetic PUFwas evaluated

by using 1-bit procedure key extraction.

Key randomness is a fundamental requirement for secure
PUFs and it is first related to the equiprobable presence of bit
0 to bit 1 in the key, that is defined as bit uniformity. The pkey of
the keys, interrogated with selectedHi challenges (withHi rang-
ing from 0 to –2 mT), was calculated and reported in Figure 4A.
The bits uniformity is strongly correlated withHi value. Amono-
tonic decreases in pkey is observed, from pkey = 0.78 at Hi = 0 to
pkey = 0.15 at Hi = –2 mT. A bit uniformity of 0.5 is obtained for
Hi ≈ –0.85 mT. Moreover, the Shannon entropy for single keys
was calculated from the values of pkey at differentHi, see the right
axis of Figure 4A. As expected, the entropy approaches the ideal
entropy value of “1” in a small range around Hi ≈ –0.85 mT, in-
dicating that this range is where PUF shows the highest levels
of unpredictability and randomness within a single key. Outside
this range, a reduction in entropy is observed. This characteris-
tic of the PUF is closely linked to the intrinsic magnetic behavior
of the FeGa dot array. The magnetic field parameter Hi selects a
peculiar magnetic configuration of the array from a large num-
ber of possible configurations, spanning the gradual transition
between positive and negative magnetic saturation. In these ex-
treme states, all dots in the array are in the same magnetic con-
figuration, resulting in keys composed entirely of 1 or 0 bits, re-
spectively. Furthermore, it is important to notice that while the
entropy reported in Figure 4A analyses only the equiprobability
of bits inside a cryptographic key, the number of independent
bits for this type of hardware should take into account eventual
correlations present in the keys extracted from different devices.
Figure 4B shows the like distributions (colored bars) obtained
from pairwise-comparisons of keys generated by repeatedly in-
terrogating (50 times) a selected FeGa array with the same chal-
lenge Hi, where Hi = –0.25, –0.85, –1.75, or –2 mT. These data
provide an estimate of the stability of the system that is affected
by the average key noise, which corresponds to bit-flips that oc-
cur stochastically in the key generated from the same challenge
applied to the PUF depending on theHi. The Hi values were se-
lected to investigate the magnetic reversal process of the FeGa
dots array, as discussed in the Section 2.2. Each like distribution
is then fitted by a Gaussian curve (colored lines), whose mean
value and variance (𝜌, 𝜎2) vary as a function ofHi. Notably, lower
(𝜌, 𝜎2) values indicate higher key stability,[77] resulting in greater
robustness of the PUF against unwanted physical effects and in-
trinsic magnetic stochasticity. As a matter of fact, 𝜌 varies as a
function of Hi; therefore, the choice of Hi challenge affects not
only the randomness of the key (Figure 4A), but also its stability.
Despite the slightly larger fluctuations that may occur, the selec-
tion of magnetic field interrogation is dictated by the maximized
entropy (see Figure 4A) that guarantees greater security of the
system.
To quantitatively assess the stability of the keyswithin the same

PUF (like FHD) and the uniqueness of the keys encoded in differ-
ent PUFs (inter FHD), we characterized #10 nominally identical
arrays fabricated with the same process by MOKE. The challenge
has been set to r(Hi =−0.85mT) and the keys have been extracted
using the 1-bit procedure. A repetition of 50 keys was generated
for each array. In this way, we obtained the inter FHD distribu-
tions that quantify the variability of the keys generated by all pos-
sible pairs of magnetic arrays interrogated with the same chal-
lenge. Each distribution is then well approximated by a Gaussian
function, whose amplitude, mean value and variance (reported

Adv. Funct. Mater. 2025, 35, e16376 e16376 (6 of 12) © 2025 The Author(s). Advanced Functional Materials published by Wiley-VCH GmbH
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Figure 4. Analysis of the cryptographic keys from the remanence state with 1-bit encoding. A) Relative frequency pkey (black symbols) and entropy (red
symbols) in the DC remanence states r(Hi). B) Like distributions of remanence at different fieldsHi. (𝜌, 𝜎

2) vary as a function ofHi. The distributions are
fitted with Gaussian curves whose 𝜌 ± 𝜎2 are 0.179 ± 0.018, 0.205 ± 0.019, 0.153 ± 0.017, 0.125 ± 0.016 forHi = –0.25, –0.85, –1.75, –2 mT, respectively.
C) Unclonability of the system at r(Hi = –0.85 mT): the average cumulative like distribution of the 10 different devices (green bars and line); the average
cumulative distribution of the inter FHD distributions between all the couples of devices (blue bars and line). Authentication threshold marked by red
dashed line.

in Supporting Information) are comparable across different ar-
ray pairs.
Their cumulative distribution is reported in Figure 4C as blue

histogram. The mean Gaussian curve is drawn as blue line and
summarizes all the calculated inter FHD distributions; its center
at 0.495 and its standard deviation of 0.023 indicate a high degree
of dissimilarity between keys related to the magnetic properties
of the FeGa arrays. This proves that the inherent physical varia-
tions induced during the fabrication process prevent exact repli-
cation of the FeGa array in terms of identical challenge-response
pairs, i.e., this magnetic PUF is unclonable and characterized by
minimally correlated responses despite the identical fabrication
and morphological properties at the microscale. From the inter
FHD distribution and in particular from its mean and variance
value,[78] we can estimate the number of independent bits in cryp-
tographic keys that is aroundNdeg = 473 bits (over a 540 bit crypto-
graphic key), which means an entropy per symbol (bit) of around
0.88.
The unclonability of the magnetic PUF solely based on the

knowledge of the morphological properties of the FeGa dot ar-
ray was also tested.[77] In particular, the Pearson coefficient (P)
was used to estimate the correlation between the key generated
withHi = –0.85mT challenge and themorphological parameters
of the individual dots, assessed by the best-fitting ellipse proce-
dure (described previously). The P values, obtained from testing
a selected dot array, are close to zero: –0.034, –0.049, 0.064, and

0.024 for correlations withmajor andminor axis lengths, orienta-
tion and elliptical fit aspect ratio, respectively. This demonstrates
the resistance of this PUF to cloning based on morphological pa-
rameters.
To further verify the stability of all the #10 arrays, we com-

pared the responses to the same magnetic field history (identi-
cal challenge). From their remanence state r(Hi = –0.85 mT) the
cryptographic keys have been extracted and pairwise-compared
to calculate the like distributions. The ten distributions are well-
fitted by a Gaussian function, whose amplitude, mean value and
variance are reported in Supporting Information. The overall like
FHD is shown as a green histogram in Figure 4C and it summa-
rized by the Gaussian curve (green line) centered at 0.196 with
standard deviation of 0.017. This result indicates that the differ-
ent fabricated PUFs, despite their uniqueness, provide compara-
ble behavior in response to the same challenge, ensuring reliable
performance across multiple devices.
A relevant feature is the clear separation in between inter and

intra like FHD distributions. This is an essential requirement for
the efficient operation of PUFs,[79] thus minimizing the likeli-
hood of false positive and false negative rate.[80] The authenti-
cation threshold, i.e., the FHD value for which the responses
are considered “True” (FHD<authentication threshold) or “False”
(FHD >authentication threshold), is typically set at the value
for which the FHD distributions intersect. Since in our analy-
sis, the experimental data are well separated, the authentication

Adv. Funct. Mater. 2025, 35, e16376 e16376 (7 of 12) © 2025 The Author(s). Advanced Functional Materials published by Wiley-VCH GmbH
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Figure 5. Stability tests of the magnetic PUF. Response sensitivity to the variation of the challenge parameters: A) alignment of the magnetic field with
respect to the FeGa dot array and B) intensity of the magnetic field. C) Long-term stability over a 11-day period. Response sensitivity to environmental
fluctuations: D) temperature variation and E) UV exposure time. The authentication threshold (red dashed line) is the same reported in Figure 4C.

threshold can be identified as the intersection of the two Gaus-
sian FHD curves. For our magnetic PUF, the threshold is at 0.34
(dashed red line in Figure 4C.)

2.3.1. Stability Tests of the Magnetic Unclonable Function

The stability and robustness of the proposed magnetic PUF was
tested against several factors, including unintentional variations
of the challenge and environmental fluctuations that might in-
duce aging effect, such as temperature variation and UV expo-
sure.
Before each stability test, a reference set of 50 keys (R0) was

acquired under ideal measurement conditions with no environ-
mental perturbations. The challenge field r(Hi = –0.85 mT) was
used for all stability tests, unless otherwise reported. To assess
the PUF’s sensitivity and stability, we used the FHD metric to
compare a reference response R0 with responses Rx gathered
over time or under different magnetic field and external distur-
bances.
First, we study the sensitivity of the responses to challenge

variation[77] that can occur both as variation of the strength and
alignment of direction of the magnetic field with respect to the
FeGa dot array.

The effect of angularmisalignment of the challenge field along
the x-direction of the FeGa dot matrix was evaluated by acquiring
four sets of 50 responses (Rdg) and varying the angle between 2.5°

and 10°. Figure 5A shows the mean value and standard deviation
of the resulting FHD distributions. A linear trend emerges be-
tween the mean FHD value and the angular displacement of the
magnetic field that reflects the sensitivity of the magnetization of
the dots with respect to the challenge as expected. For an angu-
lar variation below 7.5°, the responses obtained are below the au-
thentication threshold making the magnetic PUF robust to small
angular deviation.
When considering the stability of the PUF response to un-

intentional variations in the intensity of the challenge field, we
observe a similar behavior. Practically, we compared Keys gen-
erated with a varying field Hj to the reference set of keys gen-
erated with the challenge field r(Hi = –0.85 mT) (i.e., the in-
tensity that guarantees the bit uniformity). The resulting mean
FHD and its standard deviation are reported as a function of
the intensity difference ΔH = |Hi − Hj| in Figure 5B. Also in
this case, a linear relationship emerges among the keys extracted
from the magnetization orientation within the dots and the dif-
ference in the magnetic field intensity due to their direct pro-
portionality. We can therefore assess that this magnetic PUF is
sensitive to challenge variation in both angle and magnitude of

Adv. Funct. Mater. 2025, 35, e16376 e16376 (8 of 12) © 2025 The Author(s). Advanced Functional Materials published by Wiley-VCH GmbH
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Figure 6. Multibit analysis of the keys in the anhysteretic remanence states. A) Schematics of three example a(Hi) states, showing in green the demag-
netization history around Hi = 0 mT, the MOKE images illustrates the non-repeatability of the obtained magnetis states.B) Intra unlike distributions,
with 4-bits analysis (blue), 8-trits analysis (red), 8-bits analysis (orange). C) For the different types of analysis 4-bits, 8-trits, 8-bits: the number of degrees
of freedom Ndeg (left scale, brown triangle) and the bit uniformity (right scale, circles for the black/white bits or black/gray/white trits average values).

the magnetic field if they exceed around 10° and ΔH < 0.65 mT,
respectively.
The temporal stability of themagnetic PUF was evaluated over

an 11-day period. Sets of 50 responses (Rt) were collected on the
reported days and compared to the reference set acquired on day
“0”. Figure 5C reports the mean value and the standard deviation
of the FHD distributions obtained over time. The PUF response
shows small fluctuations along the measurement period, with all
values well below the authentication threshold.
To assess the thermal stability of the magnetic PUF devices,

the FeGa array was subjected to a series of high temperatures
selected between 50 and 160 °C for 10 minutes. Following each
thermal treatment and subsequent cooling to room temperature,
a new set of 50 responses (RT) was collected. Figure 5D shows that
thermal shocks up to 100 °C do not alter the PUF response, as
indicated by the constant trend of the FHDmean value. Thermal
treatments at higher temperatures start to gradually compromise
the information stored in the PUF, as indicated by themean FHD
value approaching the authentication threshold.
Finally, the reliability of the PUF under UV light (𝜆 = 385 nm,

I = 12.2 mWcm−2) was also tested by irradiating the FeGa ar-
ray for a time interval up to 40 minutes. After each irradiation,
a new set of 50 responses (RUV) was measured. A slight varia-
tion in the stored PUF information was detected within the first
10 minutes of exposure, after which the mean FHD value sta-
bilized, see Figure 5E. It is noteworthy that all measured mean

FHD values are consistently below the authentication threshold,
ensuring that the device can be used in environments where UV
light is present or in the case of accidental exposure.

2.4. Reconfigurable Magnetic Unclonable Function

The array of magnetic dots when subjected to an alternating field
of gradually decreasing amplitude simultaneously with a steady
unidirectional DC field has a more complex and unpredictable
evolution of the microscopic magnetization. At the anhysteretic
magnetic state a(Hi = 0 mT), when both fields are brought to
zero, themagnetization distribution is not anymore reproducible
and is characterized by a more complex pattern within each dot
(Figure 6A). This behavior leads to an unpredictable reset of the
magnetization distribution within each dot, and it is herein ex-
ploited to generate new cryptographic keys from the same hard-
ware. In other words, anhysteretic remanence states allow the
use of the same hardware as reconfigurable magnetic PUFs.[67,68]

Once themagnetic history is applied, themagnetization distribu-
tion is stable within each dot.
In order to grasp all the information of the magnetization dis-

tribution within the dots, we applied the 4-bits, 8-bits, and 8-trits
analyses. Figure 6B shows the inter FHD distributions of keys ob-
tained along 21 reconfiguration cycles using the different meth-
ods for key generation. We refer as inter FHD for reconfigurable

Adv. Funct. Mater. 2025, 35, e16376 e16376 (9 of 12) © 2025 The Author(s). Advanced Functional Materials published by Wiley-VCH GmbH
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PUFs since along the reconfiguration process we are creating dif-
ferent hardware. It is immediately clear that the FHDdistribution
for 8-bits and 8-trits processing allows a more faithful representa-
tion of the magnetization distribution in the keys, which results
in more randomized keys (FHD ≈ 0.5) (Figure 6B). Moreover, by
retrieving the number of independent bits from the FHD distri-
butions, we found a monotonic increase relation among the ex-
tracted independent degrees of freedom and the number of bits
that maps the magnetization distribution of the extracted keys
(Figure 6C). Using the proposed encoding strategies with a dif-
ferent number of bits, the uniformity of the bit is well preserved,
especially in the case of 8 trits and 8 bits for which we are able to
extract all the magnetic information of the reconfigurable mag-
netic PUF. For the 8 bits reconfigurable PUF, we obtained a larger
number of independent bits close to 125 bits per key that corre-
spond to an information spatial density of around 3300 bits/mm2

(see Table 4, Supporting Information), greatly improving the re-
ported reconfigurable magnetic PUFs.[15]

3. Conclusion

In this work, we demonstrate that arrays of Fe-Ga magnetic dots
can be used to create robust and reliable physical unclonable
functions. Unlike other systems, the cryptographic keys gener-
ated by our devices are based on the intrinsicmagnetic properties
of the material, that is not correlated to their geometrical shape.
The unique magnetization states of each micrometric dot can
be read thanks to the Magneto Optical Kerr Effect and converted
into a cryptographic key that is extremely difficult to clone or
predict, even with nanoscale inspection. Using a 27 × 20 dot
array, we were able to extract a key of roughly 475 indepen-
dent bits—well above the 256 bits required for a secure digital
signature. With an encoding capacity of approximately 10144,
our magnetic system outperforms many other PUF technolo-
gies providing in a single hardware a large encoding capacity,
small footprint, integrability, and reconfigurability (see Table
5, Supporting Information). Furthermore, our device is stable
over time, resilient to environmental stress (thermal and UV),
and tolerant to minor variations in the magnetic field used for
interrogation. To enhance its functionality, we demonstrate its
reconfiguration with a permanent modification of the response
by using anhysteretic states. We generated single-use passwords
with around 125 independent bits from the same hardware, sim-
ply by controlling the magnetic field history. This unique ability
to generate both stable, reproducible keys and reconfigurable
one-time passwords makes our device a versatile and promising
building block for next-generation, multilevel magnetic crypto-
graphic hardware. Two significant advantages may encourage
its use in authenticating and tracking micro opto-electronic
devices: first, the micro-hardware is compatible with the existing
semiconductor manufacturing processes and secondly, the key
readout is based on the simple and reliable MOKE technique at
low field intensity, that can be adopted at low cost.

4. Experimental Section
Fabrication Process: Fe70Ga30 dot array was fabricated by combining

direct-write laser lithography with the sputtering deposition technique, as
sketched in Figure 1A.

The AZ1505 photoresist was spin-coated (4000 rpm, 30 s) onto a ther-
mally oxidized silicon substrate (SiO2: 500 nm); it was then selectively
exposed in circular areas (3 μm spacing) using a Heidelberg Laser Writer
with a laser power of 5 mW. The exposed photoresist was removed by im-
mersion in 351B developer (1:5 dilution in deionized H2O) under sonica-
tion (20 s), creating a polymer mask with circular holes 2 μm in diameter.

Subsequently, Fe70Ga30 alloy was deposited onto the polymer mask by
RF-sputtering. The deposition parameters were kept constant throughout
the duration of the deposition: a base pressure of 2 × 10−7 mbar, a target
power density of 50 W and an Ar+ gas pressure of 1 × 10−2 mbar.

After deposition, the polymer mask was removed by a lift-off process in
acetone, revealing a FeGa dot array on the SiO2/Si substrate constituted
by 540 elements.

A series of #10 nominally identical FeGa dot arrays were fabricated us-
ing this procedure.

Sputtering and lithography techniques were selected for their parallel
manufacturing capabilities to fabricate multiple devices simultaneously.
Sputtering allows for the deposition of a thin layer on very large sub-
strates in a single cycle. Likewise, the lithography process (with straightfor-
ward modifications from the proposed direct-writing such as using rigid
shadow masks) can pattern an entire substrate in a single, parallel step.
These fabrication approaches based on parallel processesmake the device
production faster and improves scalability, directly contributing to lower
unit costs.

Characterization Techniques: Scanning electronmicroscopy (SEM - FEI
InspectF) were exploited to study the morphology and shape of the FeGa
dot array through top-view imaging. Themicrographs were analysed by the
elliptical fitting tool of the open source software Imagej. Additionally, an
integrated EDX detector on the SEMwas used tomeasure the composition
of the FeGa alloy.

Atomic force microscopy (AFM - Bruker - Multimode 8), operating in
intermittent contact mode, was dedicated to estimate the thickness and
the surface features of the FeGa dots.

Magneto-optical Kerr effect (MOKE) microscopy (Evico magnetics) to
study the magnetization reversal process of the FeGa dot array. An oil im-
mersion objective with 100x magnification and 1.30 numerical aperture
was mounted. The electromagnet, equipped with the MOKE microscope,
is capable of generating a magnetic field with a magnitude of up to ±1.3
T in the plane and up to ±0.9 T out of the plane. The longitudinal sen-
sitivity of MOKE allows for the discrimination of the orientation of mag-
netization components in the plane of each dot as a grayscale contrast.
Non-magnetic information from MOKE image was removed subtracting
each MOKE image from an reference image taken at the saturation field.

The reading time for information encoded in the magnetic PUF using
MOKE is approximately 30 ms for a single raw exposition. To obtain a bet-
ter signal to noise ratio, averaging mode is used both in the acquisition
of the background image at saturation and in the final image. The time
required for a single image at remanence r(Hi) is therefore around 4 s.
The acquisition of the anhysteretic remanence state a(Hi) requires an ad-
ditional decay time 𝜏 = 3 s to reach the demagnetized state, so the total
time required is around 7 s. The FeGa array was irradiated using a UV lamp
(ThorLabs M385CP1-C4) operating at a wavelength (𝜆) of 385 nm and an
intensity (I) of 12.2 mW cm−2. In addition, thermal treatments of the FeGa
array was performed in air by means of a heating chamber (Binder GmbH)
operating in temperature range from 60 °C to 230 °C.

Fractional Hamming Distance Metric: In information theory the Ham-
ming distance between two points is defined to be the number of bits by
which they differ. Here we will define it as the normalized distance between
two magnetic states. A magnetic stateM (key) will be here defined as a set
of elements {di} where i is the coordinate index. Starting from an alphabet
Σ = {0, 1} (1-bit, 4-bits, or 8-bits) or Σ = {0, 1, 2} (8-trits), an element di
∈ Σn can be defined from the Cartesian product of the alphabet with itself
Σn n times, with n = 1 (1-bit), n = 4 (4-bits) or n = 8 (8-bits,8-trits), re-
sulting in the set of all possible n-character sequences. The FHD between
two statesM1,M2 can then be defined as FHD = XOR(M1,M2))/L where
L is the bit string length. This function applies the XOR operator to the
corresponding elements d1i , d

2
i in the M1, M2 states. In the case of n > 1

processing, the distance is the bit fraction that differs between d1i , d
2
i , with
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the limit values of 0 if the state is identical d1i = d2i , and 1 if it is maximally
different.

Supporting Information
Supporting Information is available from the Wiley Online Library or from
the author.
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