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A B S T R A C T

Decision-making risks caused by human errors in performing a chemical analysis are assessed using laboratory 
expert judgments (responses) on a specified ordinal scale. In the present paper, a new approach to assessment of 
risk is described based on implementation of the recently developed two-way ordinal analysis of variation – 
ORDANOVA. This approach calculates the number of expert responses related to the same category for each 
ordinal characteristic and then analyzes their relative frequencies as fractions of the total number of responses (of 
all categories) obtained for this characteristic. It does not violate the properties of ordinal data and allows for the 
correct interpretation of expert responses. Previously published expert responses on the risks in pH measure
ments of groundwater, in gas chromatography–mass spectrometry multi-residue pesticide analysis of fruits and 
vegetables, and in inductively coupled plasma–mass spectrometry analysis of geological samples, are analysed as 
examples. The datasets prepared for ORDANOVA calculations with the freely available software tool are pro
vided in supplementary materials to the paper. The reduction of risk by different components of the laboratory 
quality system (QS) are estimated under several error scenarios. New multinomial scores characterizing risk 
reduction by the laboratory QS as a whole are proposed.

1. Introduction

Assessment of decision-making risks in an analytical chemistry 
(testing) laboratory, directly influencing the quality of measurement/ 
test results, is an important part of the laboratory’s technical compe
tence [1]. Such risks in performing a chemical analysis are caused by 
human errors [2,3].

Human error in a routine analytical laboratory may lead to out-of- 
specification test results [4] in the pharmaceutical industry, and re
sults that do not comply with regulatory, legislation or specification 
limits in other industries and fields, e.g., environmental and food 
analysis.

The joint Guide on the risks from human errors in a laboratory 
performing chemical analysis, developed by the International Union of 
Pure and Applied Chemistry (IUPAC) and Cooperation on International 

Traceability in Analytical Chemistry (CITAC), was published in 2016 
[5]. Today it is still actual [6–8].

The reduction of risk by different components of the laboratory 
quality system (QS) are estimated under several error scenarios. Resid
ual risk of human error, not prevented or blocked by the laboratory QS, 
decreases the quality of analytical results and may be interpreted as a 
source of measurement uncertainty [9].

A laboratory expert in a specific chemical analysis has the necessary 
information to estimate the risks. Estimates (responses or judgements) of 
an expert are ordinal data on a specified scale, which can have empirical 
relations only; they can be equal or unequal to each other, greater than 
or less than; algebraic operations among ordinal data are not applicable 
[10–12]. Ordinal data should not be treated as continuous quantities 
since such treatment may lead to their misinterpretation and to inade
quate laboratory management actions.
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In the present paper, an approach to assessment of risks caused by 
human errors is described, based on the implementation of the two-way 
ordinal analysis of variation ORDANOVA [13] and the corresponding 
software tool [14]. This approach does not violate the properties of 
ordinal data, allowing for the correct interpretation of expert responses 
in an analytical chemistry (testing) laboratory [15] as it was supposed in 
the review [2].

2. Methods

The applied methods are briefly described below in the form 
allowing for their direct implementation in the discussed examples.

2.1. Classification, modelling, and evaluation of human errors

There are nine kinds of human errors including seven kinds of 
commission errors of a sampling inspector and/or an analyst/operator 
(knowledge-, rule- and skill-based mistakes; as well as routine, reasoned, 
reckless, and malicious violations) and two kinds of omission errors – 
lapses and slips. These errors may happen at any step of the chemical 
analytical measurement/testing process – location of the error. The kind 
of human error and the step of the analysis, in which the error may 
occur, form the event scenario i = 1 to I, where the number of such 
scenarios I is the product of the number of kinds of human errors (9 in 
this study) and the number of the steps of the analysis taken into account 
[5].

A Swiss cheese model [16] is used for characterizing the interaction 
of errors with a laboratory QS. This model applied here considers the 
following typical four QS components j = 1 to J = 4 as protective layers 
against human errors: 1) validation of the measurement/analytical 
method and formulation of the standard operating procedure – SOP; 2) 
training of analysts and proficiency testing; 3) quality control (QC) using 
statistical charts and/or other means; and 4) supervision.

A technique for quantifying human errors in chemical analysis using 
expert judgments was formulated based on the Swiss cheese model and 
the house-of-security approach [17]. According to this approach, a 
laboratory expert may estimate the possible reduction rij of the risk of 
human error scenario i because of the error blocking by QS layer j: a 
negligible reduction is estimated as rij = 0, weak reduction – as rij = 1, 
medium – as rij = 3, and strong (maximal) reduction – as rij = 9. The 
interrelationship matrix of rij has I rows and four columns (4I entries), as 
shown in Fig. 1.

Blocking human error according to scenario i by a QS component j 

can be more effective in the presence of another component j’ (j’ ∕= j) 
because of the synergy Δ(i)

jj́  between the two components. The synergy 
between two components is considered equal to 0 or 1 whenever the 
effect is absent or present, respectively, according to the expert judge
ments. For all QS components, the synergy factor is estimated as sij = 1+
∑4

j́ ∕=j Δ(i)
jj́ /3, 1<⇀sij<⇀2. Then, the score characterizing the risk reduc

tion by the laboratory QS, and several other scores are calculated also 
applying basic algebraic operations for averaging expert responses. 
Some results of these calculations are compared further in the paper 
with the scores obtained based on ORDANOVA.

2.2. Analysis of variation of ordinal data

The implemented approach of ORDANOVA is to calculate for each 
characteristic the number of expert responses related to the same cate
gory, and then to analyze their relative frequency as a fraction of the 
total number of responses (of all categories) obtained for this charac
teristic. This approach is independent of the scale of the responses, 
represented in words, by numeric codes, or other means [15].

A vector of expert responses for a given characteristic of human error 
as a random variable Y = (Y1, Y2, Y3, Y4) on the ordinal scale (0, 1, 3, 
9) is related to the four categories k: category k = 1 of responses 0; k = 2 
of responses 1; k = 3 of responses 3; and k = 4 of responses 9. The vector 
of theoretical probabilities pk, k = 1 to 4, of the events Yk is p = (p1, p2,

p3, p4), where 
∑4

k=1 pk = 1. Let Fk denote the cumulative theoretical 
probability up to the k-th category, Fk =

∑k
q=1 pk, q = 1,…, k, and F4 =

1. The probability P of receiving a set of responses n = (n1,n2,n3,n4) , 
where nk is the number of responses related to the k-th category 
(∑4

k=1 nk =N
)

, can be calculated based on the multinomial distribution 

with parameters (N, p) as the probability mass function [18]: 

P(Y=n) =
N!

n1!n2!n3!n4!
pn1

1 pn2
2 pn3

3 pn4
4 (1) 

Variability in Y is explained in the present study by two indepen
dent factors: human error scenarios X1 and components of a laboratory 
QS X2 as fixed factors. An expert response of category k on reduction rij 
of a risk of human error according to scenario i by a component j of the 
QS, is a realization Yijk of variable Y, when the first factor X1 has I 
levels (i = 1 to I error scenarios) and the second factor X2 has J levels 
(j = 1 to 4 components of the QS). There are N expert responses in total 
for a given chemical analysis in the laboratory, each response of one of 
categories k = 1 to 4 of variable Y. Thus, it is assumed that there is no 

Fig. 1. A laboratory QS against human errors. Human error scenarios are indicated by rows i = 1 to I. QS components/layers are shown as the Swiss cheese slices 
(columns) j = 1 to 4. Bad outcomes blocked by the QS layers are presented by the blue pointers. Appearance of an atypical test result is depicted by the longest red 
pointer. Estimates of risk reduction rij of error scenario i, as the result of interaction between the error and layer j, form the interrelationship matrix. Figure modified 
from [5].
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replication of the responses, and each of 4I = N cells (i, j) contain one 
only response of the chosen category k, i.e. nijk = 1 and zero for all 
other categories in the same cell.

Treating N responses as a statistical sample, and Yijk as a random 
variable, then for the chosen k probability of the event is p̂ijk = 1 and 
zero for all other categories in the same cell. Thus, F̂ ijk =

∑k
q=1 p̂ijq 

denotes the sample cumulative frequency of responses of categories 
q = 1 to k, i.e. up to the k-th category in cell (i, j); F̂ i.k – the sample 
cumulative relative frequency of responses up to the k-th category at 
level i of factor X1; F̂ .jk – the cumulative relative frequency at level j of 
factor X2; and F̂ ..k – the cumulative relative frequency of all responses 
up to the k-th category: 

F̂ i.k =
1
4
∑4

j=1
F̂ ijk, F̂ .jk =

1
I
∑I

i=1
F̂ ijk, and F̂ ..k =

1
4I

∑I

i=1

∑4

j=1
F̂ ijk . (2) 

The total sample variation V̂T of the response variable Y, normalized 
to the [0, 1] interval, is defined in the two-way ORDANOVA model [13] 
for categories k = 1 to 4 as 

V̂T =
1

3/4
∑3

k=1

F̂ ..k(1 − F̂ ..k). (3) 

In the model without replication of the responses, V̂T is partitioned 
into the between covariation component ĈB and the within residual 
variation V̂W. The individual effects of factors X1 and X2 (scenarios and 
QS components, respectively) can be evaluated using the ĈB decompo

sition into corresponding components Ĉ
B
X1 and Ĉ

B
X2 [13]. In addition, ĈB 

decomposition by response categories was also discussed in refs [19,20]. 
Such decomposition may include a component related to the possible 
interaction between the two factors. However, no interaction between 
the two factors can be analyzed, when only one expert response at the 
specified levels of the factors is obtained.

The null hypothesis of homogeneity of the responses states that the 
probability of classifying the responses as belonging to the k-th category 
does not depend on the levels of the first factor (levels i) nor on those of 
the second factor (levels j), i.e., pijk = pk for all i = 1 to I and j = 1 to 4. 
Under this hypothesis, the following relations are applicable for both 
factors: 

E(V̂T)

dfT
=

E
(
Ĉ

B
X1
)

dfX1
=

E
(
Ĉ

B
X2
)

dfX2
=

VT

N
, (4) 

where E denotes the mathematical expectation of the variation (in pa
rentheses); dfX1 = I − 1, dfX2 = 4 − 1 = 3, and dfT = N − 1 are de
grees of freedom. The numerator of the last term in Eq. (4) is the 
population total ordinal variation corresponding to the probability 
vector p = (p1, p2, p3, p4).

To check the statistical significance of effects of both the factors the 
following significance indices (test statistics) have been applied: 

ŜIX1 =
Ĉ

B
X1
/
dfX1

V̂T/dfT
and ŜIX2 =

Ĉ
B
X2
/
dfX2

V̂T/dfT
(5) 

Testing the null hypothesis H0 on the effect significance requires 
knowledge of at least the asymptotical distribution of the index ŜI for 
calculation of the critical values of the indices at a given level of 
confidence (1− α) ⋅100 %, where α is the probability of a Type I error to 
reject the correct null hypothesis H0.

The sample vector of relative frequencies p̂ = (p̂..1, p̂..2, p̂..3, p̂..4), as 

well as the variations 
(
Ĉ

B
Xl, V̂W, V̂T

)
and the empirical significance 

indices ŜIXl, where l = 1, 2, are calculated from the expert responses. The 
critical values SIcrit

Xl for the indices in Eq. (5) are recovered through 
Monte Carlo simulations based on the multinomial distribution. The null 

hypothesis H0 is rejected when the significance index ŜIXl exceeds the 
critical value SIcrit

Xl at the (1− α) ⋅100 % level of confidence, concluding 
that a statistically significant effect on the response variable Y is 
detected. Calculation of the power values of the test Pl = 1− βl, where β 
is the probability of a Type II error of not rejecting the H0 when it is 
incorrect, is described for different effects w of the sample size in refs 
[14,15] also. The software tool is freely available [21].

2.3. Multinomial scores

The probability mass function P by Eq. (1) of a multinomial random 
variable Y, characterized by a vector p of response probabilities, is the 
probability that the event Y = n occurs. Four such multinomial vari
ables, each corresponding to the risk reduction rij by a QS component j 
applied against human errors, will be used further with corresponding 
subscripts j from 1 to 4 in the symbols of variables and parameters 
related to these QS components.

The probability Pjoint of the joint (intersection) event, consisting of 
the expert responses to the four components simultaneously, can be 
formulated [15,22] as 

Pjoin = p({Y1 =n1} ∩ {Y2 =n2} ∩ {Y3 =n3} ∩ {Y4 =n4}), (6) 

where ∩ is the symbol of intersection of events. The Venn diagram of the 
events is shown in Fig. 2.

When responses to these four QS components are independent, the 
probability of the joint event (joint probability) is the following product: 

Pjoint = P1⋅P2⋅P3⋅P4. (7) 

Treating N responses to each component as a separate statistical 
sample, and corresponding frequencies nk as random variables, the 
probability vector p = (p1, p2, p3, p4) is estimated for the components 
as a vector of relative frequencies p̂ = (p̂1, p̂2,p3, p̂4), wherep̂k = nk/N. 
Then, an estimate of P1 by Eq. (1) is P̂1, similarly for the other prob
abilities, while the estimate of the joint probability by Eq. (7) is P̂joint =

P̂1⋅P̂2⋅P̂3⋅P̂4. The estimate P̂joint of the probability Pjoint is a charac
teristic of the risk reduction by the laboratory QS as a whole, expressed 
initially as the expert responses rij on the ordinal scale.

Fig. 2. Venn diagram of the events. The event Y1 = n1, when the probabilities 
of the expert responses to the risk reduction by QS component 1 are as in the 
specific vector p1, is shown with a semi-transparent brown ellipse 1; similar 
color ellipses indicate: 2 (violet) - the event Y2 = n2 for component 2; 3 (green) - 
the event Y3 = n3 for component 3; and 4 (blue) - the event Y4 = n4 for 
component 4. The joint (intersection) event, consisting of the corresponding 
responses to the four QS components simultaneously, is highlighted by the 
central red octagon shape. Figure modified from [22].
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The responses to two or more QS components might not be inde
pendent, e.g., when a synergy between them is observed. In such cases 
the probability of the joint (intersection) event Pjoint can be represented 
numerically by a Gaussian copula-based procedure [23,24]. This pro
cedure is used for generating samples from a discrete multivariate 
random variable with prescribed experimental marginal cumulative 
distributions for the four QS components F̂k 1, F̂k 2, F̂k 3, F̂k 4 and an 
empirical correlation matrix of those quality properties. A large number 
(typically at least 106) of those multivariate samples, each of size N, are 
generated to estimate P̂joint of Pjoint as the relative frequency of reali
zation of the intersection event ({Y1 = n1} ∩ {Y2 = n2} ∩ {Y3 =

n3} ∩ {Y4 = n4}).
The multinomial score of the QS (a kind of quality index [15,22]) is 

the negative common logarithm Q = − lg
(
P̂joint

)
. When P̂joint tends to 

1, the score achieves its minimum value Q = 0. The greater Q, the higher 
the chance that the abilities of the QS against the human errors will 
differ from the estimated ones. The calculation code in the R program
ming environment is presented in the paper [22].

Other multinomial scores, e.g., for evaluation of an error likelihood 
and severity, effectiveness of a separate component of the laboratory QS 
against human errors and/or effectiveness of the QS at different steps of 
the chemical analysis, may also be calculated in the same way.

3. Experimental

The dataset for assessment of the risks in pH measurements of 
groundwater available in the Guide [5], Example 1, includes the expert 
judgments/responses on the nine kinds of human errors (listed above in 
Section 2.1) at the four steps of the measurement process: 1) choice of 

the method, corresponding equipment, and SOP; 2) sampling; 3) proper 
pH measurement; 4) calculation and reporting of the test results. The 
number of scenarios of human errors was I = 9 × 4 = 36. There are 
responses on the reduction of the error risk by the four components of 
the QS (J = 4). Thus, the interrelationship matrix has N = 4I = 144 cells 
(i,j). This matrix, transformed into a comma-separated input text file for 
calculations with the ORDANOVA software tool [21], named “Supple
mentary dataset 1”, is provided in supplementary materials to the pre
sent paper. The parameters (I, J, K, Y) of the two-way model without 
replication are represented in the file in four numerical columns: the first 
column contains numbers of the error scenarios i = 1 to I, the second – 
numbers of the QS components j = 1 to 4, the third – categories k = 1 to 4 
of the ordinal scale (0, 1, 3, 9), and the fourth – expert responses Yijk 
equal to 1 for the chosen category k on the scale and 0 for others. Since 
each of N = 144 responses was chosen from 4 categories, there are 4N =
576 rows in the file.

Six steps of the measurement process of GC–MS analysis of pesticide 
residues in fruits and vegetables were highlighted in the Guide [5], 
Example 2: 1) sampling, 2) sample processing, 3) sample preparation, 4) 
identification and confirmation of pesticides, 5) measurement of their 
amount in the extract, and 6) calculation of the pesticide concentrations 
in the analyzed sample and reporting. Therefore, the number of sce
narios of the nine kinds of human errors was here I = 54, and the number 
of cells of the interrelationship matrix at the same four components of 
the QS was N = 216. The corresponding file in the supplementary ma
terials is named “Supplementary dataset 2.” This file contains the 
above-mentioned 4 numerical columns and 864 rows.

The typical main steps of the ICP-MS analysis of geological samples 
described in the Guide [5], Example 3, are 1) sample preparation, 2) 
calibration of the ICP-MS measuring system, 3) measurement of analyte 

Table 1 
Results of two-way ORDANOVA of expert responses.

Example V̂T ĈB V̂w l dfXl Ĉ
B
Xl

ŜIXl SIcrit
Xl Pl

​ pH measurements of groundwater
1 0.766 0.460 0.306 1 35 0.192 1.023 1.270 0.198
​ ​ ​ ​ 2 3 0.268 16.673 2.157 0.484
​ GC–MS analysis of pesticide residues in fruits and vegetables
2 0.647 0.368 0.279 1 53 0.225 1.408 1.217 0.244
​ ​ ​ ​ 2 3 0.143 15.872 2.187 0.638
​ ICP-MS analysis of geological samples
3 0.480 0.220 0.260 1 35 0.179 1.525 1.284 0.192
​ ​ ​ ​ 2 3 0.040 4.008 2.265 0.447

Fig. 3. Probability density functions (PDFs) of the significance index ŜIXl, l = 1 and 2. Red solid curve 1 is related to the scenarios of errors in the pH measurements of 
groundwater – factor X1; dash-dotted line 2 shows the critical value SIcrit

X1 of the significance index ŜIX1 at 95 % level of confidence. Blue solid curve 3 is for the QS 
components – factor X2; dash-dotted line 4 indicates critical value SIcrit

X2 of the significance index ŜIX2 at 95 % level of confidence.
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concentrations in the prepared solutions, and 4) calculation of elemental 
mass fractions in analyzed samples and reporting. Given the nine kinds 
of human errors and the four components of the laboratory QS, there are 
I = 36 scenarios of human errors and N = 144 cells of the interrela
tionship matrix, as in Example 1 for pH measurements of groundwater. 
The file “Supplementary dataset 3”, also provided in the supplementary 
materials, is of the same size as “Supplementary dataset 1.”

4. Results and discussion

4.1. Analysis of ordinal values

The values of the total variation V̂T of the responses without repli
cation by Eq. (3), partitioned into the between (inter) covariation 
component ĈB and the within (intra) residual variation V̂w, are repre
sented in Table 1.

There are also the individual effects Ĉ
B
Xl, l = 1, 2, of factors X1 and X2 

(human error scenarios and components of the QS, respectively) eval
uated using the ĈB decomposition. To check the statistical significance 
of effects of each factor by Eq. (4), significance indices ŜIXl were 
calculated by Eq. (5) with degrees of freedom dfXl. The critical index 
values SIcrit

Xl at 95 % level of confidence and the power of the test of 
hypothesis H0 in Table 1 were also calculated using 105 iterations and 
the effect of sample size w = 0.3 in the input to the software tool [21]. 
The generated distributions of significance indices ŜIXl and the critical 
values SIcrit

Xl are shown in Fig. 3 for pH measurements of groundwater as 
an example.

The vector of relative frequencies p̂ = (0.174, 0.069, 0.201, 0.556) 
for categories k = 1 to 4 in the tool output for Example 1, pH mea
surements of groundwater, shows that expert responses of the highest 
category k = 4 dominated: p̂..4 = 0.556. There is no statistically signif
icant difference in the influence of the scenarios on the risk reduction as 
ŜIX1< SIcrit

X1 at 95 % level of confidence. In other words, the scenarios are 
homogeneous from the point of view of risk reduction. However, the 
differences between the QS components are significant: ŜIX2 is consid
erably greater than the corresponding SIcrit

X2 . The power P2 of the applied 
criterion is more than twice the power P1 in the case of scenarios.

In Example 2, GC–MS analysis of pesticide residues in fruits and 
vegetables, the vector of relative frequencies p̂ = (0.083, 0.116, 0.315, 
0.486) is similar to that in Example 1, but the domination of the expert 
responses of the category k = 4 was not so expressed in comparison with 
the frequencyp̂..3= 0.315 of category k = 3. Both factors, the risk sce
narios and the QS components, influence the risk reduction statistically 
significantly here as ŜIX1> SIcrit

X1 and ŜIX2> SIcrit
X2 at 95 % level of confi

dence. The power P2 of the applied criterion for the QS components is 
greater again, more than twice the power P1 for the scenarios. However, 
both the power values in this example are greater than those in Example 
1 since the number of scenarios I and corresponding total number N of 
expert responses in Example 2 are also greater.

Example 3, ICP-MS of geological samples, has the same parameters I 
and J as in Example 1. However, the vector p̂ = (0.028, 0.083, 0.514, 
0.375) demonstrates a superiority of the moderate expert responses of 
category k = 3 with relative frequency p̂..3 = 0.514. The scenarios and 
the QS components are also statistically significant factors here for risk 
reduction. The criteria power values P1 and P2 are practically the same 
as in Example 1, since the statistical samples of the elicited expert re
sponses were of the same size.

Note that the ability of ORDANOVA to test statistical significance of 
human error scenarios and QS components, as the factors influencing 
risk reduction, is a new tool in the risk assessment in comparison with 
the house-of-security approach [5] allowing the understanding of the 
important factors in a specific chemical analytical method.

4.2. Testing correlation of the expert responses

Spearman’s rho correlation coefficients ρjj’, j’ ∕= j, calculated with the 
IBM SPSS software tool [25] were used for evaluating the synergy be
tween the QS components for the risk reduction, according to the expert 
responses. The synergy is complete (the expert responses as variables are 
strongly correlated) when ρjj’ =±1, and the synergy is absent when ρjj’ =

0. The matrices of ρjj’ of the responses to reduction of the risks by each 
pair of the four components j & j’ of the QS, are presented in Table 2.

Correlation coefficients ρjj’, significant at a level of confidence of 95 
% (probability of the two-tailed Type I error α = 0.05) are marked in 
Table 2 by one asterisk, while those significant at a level of confidence of 
99 % (α = 0.01) are marked by two asterisks; other ρjj’ are considered as 
not significant. No negative correlation (ρjj’ < 0) was observed.

In Example 1, pH measurement of groundwater, ρjj’ are statistically 
significant at a level of confidence of 99 % and α = 0.01 for the pairs 
“validation & training” (j = 1 & j’ = 2) and “validation & QC” (j = 1 & j’ 
= 3). Supervision, as QS component j = 4, was not involved in the 
correlation testing here since all the expert responses to the error 
reduction by supervision were equally high (category k = 4 on the 
ordinal scale) for the 36 discussed risk scenarios: the response values are 
not a variable in such a case. Note that the synergy factor si1 applied in 
the house-of-security approach (Section 2.1) for quantification of the 
risk reduction at different scenarios i of the errors by validation (j = 1) in 
Example 1 was 1 to 1.67. For training and QC, as QS components j = 2 
and 3, si2 and si3 were 1 to 1.33. The value si4 = 1 used for supervision at 
all scenarios [5] means that no correlation with other QS components 
was assumed.

The correlation matrix is more complex for Example 2, GC–MS 
analysis of pesticide residues in fruits and vegetables. While ρ12 of the 
pairs “validation & training” is evaluated to be close to that in Example 1 
at a level of confidence of 99 % and Type I error α = 0.01, ρ13 for the 
pairs “validation & QC” is about half as much, being statistically sig
nificant at the same level of confidence.

There is also a similar correlation between “training & QC” (j = 2 & j’ 
= 3) and “QC & supervision” (j = 3 & j’ = 4). With the larger probability 
of Type 1 error α = 0.05, at a level of confidence of 95 %, the correlation 
between “training & supervision” (j = 2 & j’ = 4) can also be considered 
statistically significant. The synergy factors sij applied in the house-of- 
security approach in Example 2 [5] were the same as in Example 1.

In Example 3, ICP analysis of geological samples, ρ12 of the pairs 
“validation & training” is also evaluated to be close to those in Examples 
1 and 2 at a level of confidence of 99 % and Type I error α = 0.01. 
Correlation of the pairs “validation & QC” is similar to the case of 

Table 2 
Spearman’s rho correlation coefficients of the expert responses to risk reduction 
by QS components.

Example Component, j Validation Training QC Supervision
1 2 3 4

​ pH measurements of groundwater
1 1 1.000 0.648** 0.651** -
​ 2 0.648** 1.000 0.016 -
​ 3 0.651** 0.016 1.000 -
​ 4 - - - -
​ GC–MS analysis of pesticide residues in fruits and vegetables
2 1 1.000 0.680** 0.357** 0.153
​ 2 0.680** 1.000 0.413** 0.314*
​ 3 0.357** 0.413** 1.000 0.606**
​ 4 0.153 0.314* 0.606** 1.000
​ ICP-MS analysis of geological samples
3 1 1.000 0.635** 0.366* 0.261
​ 2 0.635** 1.000 0.307 0.248
​ 3 0.366* 0.307 1.000 0.216
​ 4 0.261 0.248 0.216 1.000

* Significant at a level of confidence of 95 %.
** Significant at a level of confidence of 99 %.
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Example 2, but the statistical significance of ρ13 is supported at a level of 
confidence of 95 % and Type I error α = 0.05 as the size of the statistical 
sample of the responses in Example 3 is smaller than in Example 2. The 
synergy factors sij applied in the house-of-security approach in Example 
3 [5] were the same as in Examples 1 and 2.

Thus, the expert estimates/judgements concerning the synergy of the 
QS components do not contradict the Spearman’s correlation co
efficients ρjj’, calculated independently from these judgements.

4.3. Calculation of the multinomial scores

The probability mass functions P̂j, j = 1 to 4, calculated by Eq. (1)
and interpreted as probabilities of the sets of the expert responses of 
different categories on risk reduction by QS components, are presented 
in Table 3. The most probable responses in Examples 1 and 2 are related 
to supervision (j = 4), while in Example 3 – to QC (j = 3). For com
parison, according to the results of the data analysis based on the house- 
of-security approach in the report [5], the most effective QS component 
for risk reduction in Example 1 was training (j = 2), whereas in Example 
2 – supervision, and in Example 3 – QC, as in the present study. The 
difference in the analysis results for Example 1 may be caused by 
violation of the properties of ordinal data in the house-of-security 
approach.

There are also P̂joint values for the QS as a whole, estimated both for 
the case of the uncorrelated system components, as a product of P̂j 

according to Eq. (7), and for the observed correlation structure repre
sented in Table 2. The observed correlation (synergy) of the system 
components was considered by the Gaussian copula-based procedure 
[23,24] coded in the R programming environment [22]. The code ex
ploits the package GenOrd [26] for generating samples from a multi
variate discrete random variable with a pre-specified correlation matrix 
and marginal distributions. The procedure [26] was developed in two 
steps: the first step (function ordcont) sets up the Gaussian copula in 
order to achieve the desired correlation matrix on the target random 
discrete components; the second step (ordsample) generates samples 
from the target variables. The intermediate function contord computes 
the correlations of the multivariate discrete variable derived from 
correlated variables through discretization. Function corrcheck returns 
the lower and upper bounds of the correlation coefficient of each pair of 
discrete variables given their marginal distributions, i.e. returns the 
range of feasible bivariate correlations.

When running the ordcont and the ordsample functions in Examples 1 
and 2, a problem has arisen that the corresponding correlation matrix in 
Table 2 was not coherent with the given marginal distributions of the 
expert responses. Substituting the original correlation matrix with the 
intermediate one provided by the function contord solved this issue. The 
number of generated datasets (each of the same size N as of the original 
one) was 107. For each Example, the simulation was performed 10 times 
to assess the reproducibility of the results. The multinomial score of the 
QS taken as the mean Q value obtained through the simulations, and its 
standard deviation sQ from the mean, are presented in Table 3. Corre
sponding P̂joint for the correlated expert responses in Table 3 is recovered 
as the antilogarithm of the negative mean Q value.

While the calculation reproducibility is characterized by the sQ 
values, the accuracy is assessed comparing the mean Q values for the 
diagonal correlation matrices (when correlations are absent) with the 
“theoretical” values Q = − lg

(
P̂joint

)
, where P̂joint are estimated by Eq. 

(7): they practically coincided.
The probabilities P̂joint are naturally larger when the synergy (cor

relation) of the system components is considered for all Examples in 
Table 3. The Q value for Example 2 is the largest here as the corre
sponding probability P̂joint is the smallest. In other words, the expert 
judgements concerning risk reduction by the QS in the case of Example 2 
were the most cautious.

5. Conclusions

A new approach to the assessment of decision-making risks caused by 
human errors in performing a chemical analysis is described based on 
implementation of the recently developed two-way ORDANOVA. This 
approach calculates the number of expert responses related to the same 
category for each ordinal characteristic and then analyzes their relative 
frequency as a fraction of the total number of responses (of all cate
gories) obtained for this characteristic. It does not violate the properties 
of ordinal data, allowing for the correct interpretation of expert re
sponses. Previously published datasets of the expert responses on the 
risks in pH measurements of groundwater, in GC–MS analysis of pesti
cide residues in fruits and vegetables, and in ICP-MS analysis of 
geological samples, were analysed as examples. Risk reduction by 
different components of the laboratory QS is estimated under several 
error scenarios. Unlike the house-of-security approach, calculation of a 
mean of the expert responses on the ordinal scale (or another algebraic 
operation on those responses) was neither required nor applied.

The multinomial scores characterizing risk reduction by the labora
tory QS as a whole are proposed. This is also a new tool in risk assess
ment allowing for comparison of risk reduction between different 
methods and different laboratories.
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Table 3 
Probabilities of the responses related to QS components and multinomial score values.

Example Validation Training QC Supervision P̂joint Q ± sQ

P̂1 P̂2 P̂3 P̂4 Uncorrelated Correlated

​ pH measurements of groundwater
1 0.006 0.033 0.025 1.000 4.8⋅10–6 6.5⋅10–6 5.2 ± 0.1
​ GC–MS analysis of pesticide residues in fruits and vegetables
2 0.003 0.021 0.017 0.047 4.7⋅10–8 1.2⋅10–7 6.9 ± 0.2
​ ICP-MS analysis of geological samples
3 0.006 0.029 0.137 0.132 3.0⋅10–6 5.1⋅10–6 5.3 ± 0.1
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