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There are two groups of decision-making risks in an analytical chemistry (testing) laboratory directly influencing
quality of measurement/test results. One group consists of the risks of false decisions caused by human errors in
performing a test. The second group of risks is from the erroneous interpretation of test results, due to mea-
surement uncertainty, judged against the specification/tolerance limits (conformity assessment). Basic concepts
of advanced methods for the assessment of risks of false decisions in an analytical chemistry laboratory that have
been developed in the last decade are reviewed in the present paper.

1. Introduction

Risk management has a long history, recorded, perhaps for the first
time, in the Tigris-Euphrates valley about 3200 BCE by the Asipu group
of consultants for risky, uncertain, or difficult decisions [1]. The
importance of risk management is also recognized in the Torah and
Bible. For example, it is written in the Bible: “A prudent person foresees
danger and takes precautions. The simpleton goes blindly on and suffers
the consequences” [2]. Modern risk management started in the 1950s,
after the Second World War [3]. About the same time the words “risk”,
“danger”, and “hazard” (used earlier as near neighbours) moved apart
because of a semantic drift of “risk” toward forecasting and prevention
[4]. Risk management, as a scientific field, is about 40 years old [5].

Nowadays, there are three main documents for risk management
published by the International Organization for Standardization (ISO)
and Electrotechnical Commission (IEC): vocabulary [6], guidelines [7],
and risk assessment techniques [8]. Risk is defined here as an effect of
uncertainty on results to be achieved, expressed in terms of risk sources,
potential events, their likelihood (probability) and consequences. The
documents [6-8] provide a common approach for the management of
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any type of risk (including its minimization) based on risk assessment
and are not industry- or sector-specific. They can be customized to any
organization and applied to any activity, including decision-making.
However, the authors of the standards [9] emphasize that in practice,
the concepts and terminology need to be adapted to the field or disci-
pline of application, to avoid misinterpretation, misrepresentation, or
misuse. Therefore, several guidelines for specific fields have been
developed, for example, the quality risk management guidelines for
industry by the International Council for Harmonization of Technical
Requirements for Pharmaceuticals for Human Use (ICH) [10], and the
ISO standard for application of risk management to medical laboratories
[11].

Risk assessment is the three-step process of 1) risk identification —
finding, recognizing, and describing; 2) analysis — understanding the
nature of the risk and the determination of its level/magnitude; and 3)
evaluation — comparing the results of risk analysis with risk criteria to
determine whether the risk is acceptable or tolerable [6-8]. Since risk
assessment is the basic part of risk management, every guide on the topic
includes a description of risk assessment, e.g., in the guidance for a
disaster risk management [12]. Law and regulations are applied for risk
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assessment of agrochemicals and in similar fields important for public
health [13].

There are also specific guidelines on risk assessment, for example,
the guidance on risk assessment at work [14]. Risk assessment at labo-
ratory work within the scope of occupational health and safety of
workers, financial sustainability, and protection of the environment, is
required [15,16]. This task, especially important for academic and
university chemical laboratories teaching students [17-19], is still
challenging [20-22].

Risk assessment of errors in clinical and medical laboratories aiming
for correct medical diagnosis and patient safety is developed intensively,
considering pre- and post-analytical steps (phases) of testing, and their
automatization/robotization [23-25]. For example, the majority of
human errors reported in a study of clinical and pathology laboratories
in a selection of Iranian hospitals [26] happened at the patient’s
admission stage, including incorrect recording of patient information
and registration of the requested tests. The reason was that the great
number of patients referred to the hospital laboratories exceeded the
laboratory’s normal throughput. An irregular (individual) diagnostic
sample can compromise any analytical measurement procedure [27].
The need for such study is widely recognized [28,29] and considered in
corresponding standards [11,30].

In an analytical chemistry (testing) laboratory, assessment of
decision-making risks that directly influence the quality of measure-
ment/test results is an important part of the laboratory’s competence
required for its accreditation [31]. There are risks of false decisions in 1)
performing a chemical analysis/test, and 2) interpretation of the
measurement/test results when comparing them to the specifica-
tion/tolerance limits of a test item for conformity assessment. The risks
in performing a chemical analysis are caused by human errors, while the
risks of erroneous conformity assessment arise due to measurement
uncertainty.

The joint guide on the risks from human errors in a laboratory per-
forming chemical analysis was developed by International Union of Pure
and Applied Chemistry (IUPAC) and Cooperation on International
Traceability in Analytical Chemistry (CITAC) [32] using the experience
from investigations of accidents in aviation, engineering, security, and
other fields. In its turn, this guide was implemented not only for analysis
of water, food, geological samples, and environmental pollutants [33],
but also for quality control in a medical laboratory [34] and in such
unexpected field as military equipment testing [35].

The topic of risks of false decisions in conformity assessment of a
substance, material, or object due to measurement uncertainty was
initially addressed in the IUPAC/CITAC Guide [36] on investigating
out-of-specification test results of a single component content. It was
further developed ibid in the guide [37] for multicomponent objects,
when test results may be correlated, and in the guide [38] for multi-
component objects under a mass balance constraint. The guides [36-38]
related to the evaluation of measurement data by the Joint Committee
for Guides in Metrology (JCGM), described in the JCGM 106 document
[39], were implemented for different kinds of analysis of the chemical
composition of a substance, material, or object. Besides, these ap-
proaches have been applied recently in several pharmaceutical studies
at the Universidade de Sao Paulo, Brazil [40-42].

Thus, there is a fruitful exchange of information among the different
fields of risk assessment, adaptation and use of suitable approaches. In
addition to field guidelines, several scattered scientific reports on risk
assessment that may be attractive for analytical chemists have been
published during the past decade. For example, there are publications on
the risks caused by cognitive issues and human errors in forensic in-
vestigations [43-45], on principles of risk-decision making in public
health [46] and in setting performance requirements for an analytical
procedure [47].

A new IUPAC project [48] for harmonization of basic concepts and
associated terms applied in advanced methods for the assessment of the
risks of false decisions in analytical chemistry laboratories has been
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recently started. The present paper is a review of the advanced methods
that have been developed in the last decade.

2. Risks of false decisions caused by human errors in performing
chemical analysis

Despite the development of risk assessment and methods to manage
risk, human error is here to stay [49-51] since errare humanum est (to err
is human). The role of a human being as a part of a measuring system in
an analytical chemistry laboratory is discussed in the paper [52] pub-
lished in memory of the late Paul De Biévre. It is highlighted there that a
measuring system in chemical analysis includes not only measuring in-
struments and other devices, reagents, and supplies, but also a sampling
inspector and/or analyst, making decisions and performing necessary
operations. In general, without the human contribution, a measurement
cannot be carried out even in a robotic laboratory, which is, anyway,
designed and built by specialists in analytical chemistry and other fields.

A human error in chemical analysis is any action, or lack thereof, that
leads to exceeding the tolerances of the conditions required for the
correct functioning of the measuring/testing (chemical analytical) sys-
tem. Tolerances of the conditions are, for example, intervals of tem-
perature and pressure values for a sample decomposition, purity of
reagents, pH values for an analyte extraction and separation, etc. They
are formulated in a standard operating procedure (SOP) of the analysis
describing the correct work, based on results of the analytical method
validation study.

In a routine analytical laboratory human error may lead to atypical
test results of questionable reliability. An important group of atypical
results is out-of-specification test results [53] in the pharmaceutical
industry, not complying with regulatory, legislation or specification
limits in other industries and fields, for example, environmental and
food analysis.

Risk of human error is the product of the likelihood of occurrence of
such an error and its consequence/severity for the quality of analytical
results. Prevention, avoidance or blocking of human errors by a labo-
ratory quality system is not easy as both correct performance and errors
follow from the same cognitive processes allowing us to be fast, to
respond flexibly to new situations, and to juggle several tasks at once.
Both are “two sides of the same theoretical coin.” Human errors may
occur for various reasons. Many seem trivial for professionals. However,
people do make trivial errors in their routine work. Nobody can change
human nature. Thus, protection of the quality of an analytical result by
managing the risk of human error, to reduce the likelihood of error and
mitigate its severity (risk reduction), is an important task for the quality
system of any analytical chemistry laboratory. Residual risk of human
error, not prevented or blocked by the laboratory quality system, de-
creases the quality of analytical results and may be interpreted as a
source of measurement uncertainty.

Each analytical chemistry laboratory has its facilities, equipment,
budget, and staff. However, a laboratory does not have usually a data-
base containing empirical values of likelihood/frequencies of occur-
rence of human errors and corresponding severities. On the other hand,
any expert in a specific chemical analysis has the necessary information
accumulated during his/her work. That is why classification, modelling
and evaluation of human errors in chemical analysis are discussed in the
guide [32] and other publications using expert estimations (judgments).

2.1. Classification

There are nine kinds of human errors, k = 1, 2, ..., K (K = 9)
including seven kinds of commission errors of a sampling inspector and/
or an analyst/operator (knowledge-, rule- and skill-based mistakes; and
routine, reasoned, reckless, and malicious violations) and two kinds of
omission errors (lapses and slips).

These errors may happen at any step of chemical analytical mea-
surement/testing process, m = 1, 2, ..., M (location of the error). The
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Fig. 1. A map of human errors in chemical analysis. Pointers show links of errors to steps of the analytical process. Nets indicate error scenarios. Modified

from Ref. [32].
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the Swiss cheese slices (columns) j =1, 2, ..., J. Bad outcomes blocked by the quality system layers are presented by the blue pointers. Appearance of an atypical test
result is depicted by the longest red pointer. Estimates of reduction ry; of likelihood and severity of error scenario i, as the result of interaction between the error and
layer j, form the interrelationship matrix here. Modified from Ref. [32]. (For interpretation of the references to color in this figure legend, the reader is referred to the

Web version of this article.)

main steps typically are: 1) choice of the chemical analytical method and
corresponding SOP, 2) sampling, 3) analysis of a test portion, and 4)
calculation of test results and reporting. However, after sampling,
sample preparation is required in many chemical analytical methods,
including sample freezing, milling and/or decomposition. The chemical
analysis may start from extraction of an analyte from a test portion and
separation of the analyte from other components of the extract. Analyte
identification and confirmation are important. Then only calibration of
the measuring system and quantification of the analyte concentration
are relevant. On the other hand, choice of an analytical method and SOP
may not be necessary in a laboratory where only one method and cor-
responding SOP are applied or mandated, for a specific task. Many
analytical chemistry laboratories are not responsible for sampling, for
example crime-scene sampling by forensic police.

The kind of human error and the step of the analysis, in which the
error may occur, form the event scenario, i =1, 2, ..., . There are at most

I=K x M scenarios of human errors. Since K = 9 here, hence I = 9M.
These scenarios, put together, generate a map of human errors in
chemical analysis shown in Fig. 1.

2.2. Modelling

A Swiss cheese model [54] shown in Fig. 2 is used for characterizing
the errors interaction with a laboratory quality system. This model
considers the quality system components j = 1, 2, ..., J as protective
layers against human errors. For example, the system components may
be: validation of the measurement/analytical method and formulation
of the SOP; training of analysts and proficiency testing; quality control
using statistical charts and/or other means; and supervision. Each
component has weak points, whereby errors are not prevented, like
holes in slices of the cheese. As a rule, the presence of holes in a layer
will not lead to system failure, since other layers are able to prevent a
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bad outcome. This is shown in Fig. 2 as the blue pointers blocked by the
layers. An incident occurs and an atypical test result will appear, when
the holes in the layers line up at the same time to permit a trajectory of
incident opportunity to pass the system through its defects, as depicted
in Fig. 2 by the longest red pointer.

2.3. Quantification

A technique for quantifying human errors in chemical analysis using
expert judgments was formulated based on the Swiss cheese model and
the house-of-security approach [55]. According to this approach, an
expert may estimate the likelihood p; of scenario i by the following
ordinal scale: likelihood of an unfeasible scenario — as p; = 0, weak
likelihood — as p; = 1, medium - as p; = 3, and strong (maximal) like-
lihood — as p; = 9. The expert estimates/judgments on the severity of an
error by scenario i, interpreted as the expected loss [; of quality of the
analysis result, are performed on the same scale (0, 1, 3, 9). Estimates of
the possible reduction r; of the likelihood and the severity of human
error scenario i because of the error blocking by quality system layer j
(degree of interaction) are made by the same expert(s) using again the
same scale. The interrelationship matrix of r; has I rows and J columns,
as shown in Fig. 2.

Blocking human error according to scenario i by a quality system
component j can be more effective in presence of another component j’
(G’ # J) because of the synergy Ag) between the two components. The
synergy may be equal to O or 1 whenever the effect is absent or present,

respectively. Estimates g; of importance/effectiveness of quality system
component j in human error reduction are calculated as g; =

Zﬁzlpilirijsij, where the synergy factor is s; = 1+ ZJ{#A;}) / (J—=1).
Considering the synergy factor, the interrelationship matrix is to be
transformed replacing ry by 7 = ryj s; in every cell ij of the matrix.

This technique of multi-hazard and multi-risk assessment [12,56,57]
allows conversion of the semi-intuitive expert judgments on human er-
rors and on the laboratory quality system into the following quantitative
scores expressed in %: a) likelihood score of human error in the analysis
P* = (100 % /9) 3", pi/I; b) severity (loss) score of human error L* =
(100 % /9) "L, I;/I; c) effectiveness score of a component of the labo-
ratory quality system q] = (100 %) g;/ Zle gj; and d) effectiveness score
of the quality system, as a whole, against human error E' =
(100 % / Q)Zleqj / Ele s pilis;j. The effectiveness score of the quality
system at different steps of the analysis can be evaluated also.

2.4. Evaluation

A score characterizing the risk reduction by the laboratory quality
system in whole, expressed in %, is r' = (100 % /1 SIJ)ZLIZL{?U
Then, a score of residual risk of human errors (%) which are not pre-
vented/blocked or reduced/mitigated by the quality system, is R" =
100 % — r* The percentage of the quality of the analytical results which
may be lost due to residual risk of human errors is fyg = (P"/100 %)
(L*/100 %) R*

In practice, a quality system is not able to prevent or block human
errors completely, i.e. fuyg > 0 %. Therefore, the residual risk can be
interpreted as a source of measurement uncertainty when human being
is involved in the measurement process and human interaction with the
measuring system is considered. The best metrological situation is when
the contribution of the residual risk to the budget of the combined
measurement uncertainty is negligible.

As any expert is also a human being [58], the elicitation process of
the expert judgements (by which the expert provides error likelihood,
severity, and other estimates) is influenced by epistemic uncertainty,
intrapersonal conflicts, etc. [59,60] Therefore, evaluation of variability
of the error quantification scores and relative risks due to the inherent
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Fig. 3. Quality fyg of analytical results, which may be lost due to residual risk
of human errors, vs. time. Estimated current fix is shown by the flat black line
1; the red curve 2 illustrates possible fir changes for worse, and the blue curve
3 — for better. (For interpretation of the references to color in this figure legend,
the reader is referred to the Web version of this article.)

expert’s hesitancy, is important. A detailed analysis of the score vari-
ability, as well as variability of corresponding loss of quality fyg, based
on Monte Carlo simulations is described in Ref. [32].

Examples of practical applications of this approach for risk assess-
ment in pH-metric measurements of groundwater, in multi-residue
pesticide analysis of fruits and vegetables, and in ICP-MS analysis of
geological samples are available in Ref. [32] as well.

2.5. Limitations

Changes in any quality system component over time require re-
evaluation of the quality fyg of the analytical results, which may be
lost due to residual risk of human errors, estimated currently and shown
by the flat black line 1 in Fig. 3.

An fyg increase (for worse) is possible, e.g., due to the retirement of
an experienced supervisor, illustrated with the red curve 2. A decrease of
fug depicted by the blue curve 3 may happen (for better), for example,
due to the acquisition of a new more accurate and more automated
measuring system.

Latent errors due to a poor laboratory design, a defect in the
equipment (including a robotic system) or an unsuccessful management
decision, as well as positive human factors allowing to overcome the
problems, are not considered here.

Another inherent problem of the technique discussed above is that,
as a rule, only one expert (supervisor, quality manager or similar) in a
laboratory has the necessary knowledge for the elicitation process. His/
her estimates are ordinal data, and the obtained dataset is of a small size.
Ordinal data can have empirical relations only; they can be equal or
unequal, greater than or less than; and should not be treated as
continuous quantities [61-63].

Future development of the approach to assessment of risks caused by
human errors, based on ordinal data analysis of variation ORDANOVA
and a computerized tool [64], could be helpful for analytical chemistry
laboratories.

3. Risks of false decisions in conformity assessment due to
measurement uncertainty of a chemical analytical result

Conformity assessment of an item (a batch, lot or a sample of a
product, material, object, etc.) consists in verifying whether a certain
property of the item — the measurand (e.g., i-th component concentra-
tion or content ¢; under control in the item, i =1, 2, ..., n), lies within a
specification/tolerance interval T; = [Ty, Ty;l, where Ti; and Ty; are the
lower and upper tolerance limits of the interval, respectively. These
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risks (blue shapes), specific R:otal and global Ry, are related to the material or object as a whole. These risks are relevant for both the material producer and its
consumer. Vertical pink ellipses illustrate extensions to this classification of the risks. Modified from Ref. [37]. (For interpretation of the references to color in this

figure legend, the reader is referred to the Web version of this article.)

limits are prescribed in a standard or another regulatory document
based on a scientific study, and considered as limits of true property
values. However, the true value of the measurand remains unknown
since any corresponding measured value has an associated measurement
uncertainty [61,63]. Therefore, conformity assessment decisions to
accept or reject an item are made using a factory acceptance interval of
permissible measured values A; = [Ay;, Ayil, where Aj; and Ay; are the
lower and upper limits of the interval, respectively. The acceptance in-
terval is usually established considering the factory experience and the
measurement uncertainty [65]. It is narrower than the tolerance interval
when defending the interests of a consumer, and wider than the toler-
ance interval when defending the interests of a producer. The difference
between corresponding limits of these intervals is named “guard band”
[65,66]. The tolerance and acceptance intervals may also coincide [39].

Despite advances in the development of measuring instruments and
methodology, to know both the measured value and the acceptance
limits with perfect accuracy is impossible. Moreover, comparison of a
measured value with the specification/tolerance limits, taken as true
values, is still influenced by the measurement uncertainty associated
with the measured value. Thus, in general, the uncertainty principle in
conformity assessment holds that a decision on conformity or noncon-
formity (to accept or reject an item) cannot be certain, and risks/prob-
abilities of false/incorrect decisions are never equal to zero [67].
Assessment of such risks in analytical chemistry laboratories described
in the guides [36-38] and related publications is discussed further in this
review.

3.1. Classification

3.1.1. Particular risks

A component-by-component conformity assessment of an item
includes comparison of each measured value c;,, with the limits of the
corresponding acceptance interval A;, i = 1, ..., n. The risks expressed as
probabilities of false decisions on conformity related to the particular
i-th component (of n) are the particular risks. Evaluation of such
univariate risks is described in JCGM 106 [39] and implemented for
analytical chemistry laboratories in Ref. [36].

The probability of a false decision that a component content does not
exceed the upper tolerance limit, for example, based on the measured

value ciy, < Ay, when the true content exceeds the upper tolerance limit
(¢i > Tuy), is the particular consumer’s risk. The probability of falsely
rejecting conformity (cim > Ayi, when in fact ¢; < Ty;) is the particular
producer’s risk.

For a specified item, the particular risks related to the i-th component

content are referred to as the particular specific consumer’s risk R’

ci(c) and

the particular specific producer’s risk R;(w, respectively. The particular

risks of the incorrect conformity assessment of the i-th component
content in an item randomly drawn from a statistical population of such
items are the particular global consumer’s risk R and the particular
global producer’s risk Rp), respectively.

Note that consequences (severity) of false decisions on conformity of
a product depend on numerous factors including the production tech-
nology, the purposes of the consumer and the conditions of use of the
product. Moreover, there are usually many consumers of a product of
one and the same producer. Such consequences of the false decisions are
out of a laboratory scope and not considered here.

3.1.2. Total risks

A multicomponent material or object is not simply a mixture of n
components or their sum. When the conformity assessment for each i-th
component content in an item is successful (i.e. the particular risks are
small enough), the total probabilities of a false decision concerning the
conformity of the item as a whole — the total risks — might still be sig-
nificant. Evaluation of the multivariate total risks is detailed in Ref. [37].

The probability of a false decision that an item is conforming, based
on the measured values not exceeding their upper acceptance limits, for
example, ¢y < Ay for all i = 1, ..., n, while as minimum one true
component content exceeds its upper tolerance limit (¢c; > Ty), is the
total consumer’s risk. If the conformity of a specific item is assessed, this

risk is the total specific consumer’s risk R:’mal( ¢- When an item is randomly

drawn from a statistical population of such items, this is the total global
consumer’s risk Riotal(c)-

The probability of falsely rejecting conformity of an item is the total
producer’s risk when, at minimum, one measured value exceeds its upper
acceptance limit (cjn > Ayj), for example, while all true values satisfy
their upper tolerance limits, i.e. ¢; < Ty; for alli =1, ..., n. It is the total

specific producer’s risk Riotal(p)? when the conformity of a specific item is
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assessed, and the total global producer’s risk Riotp), if an item is
randomly drawn from a statistical population of such items.

3.1.3. A map of the risks

A scheme summarizing the classification of the risks of false de-
cisions on the conformity of a material or object, represented as a map of
the relationships among the different kinds of these risks, is shown in
Fig. 4. There are four kinds of particular risks for each i-th component of
the material and four kinds of total risks. Therefore, for n > 1 compo-
nents under control, one can distinguish 4(n +1) kinds of risks of false
decisions. For example, for two, three, and four components, this means
12, 16, and 20 kinds of risks, respectively: the complexity of conformity
assessment increases with the number of components under control
[37].

One of the extensions to the classification on the map is related to the
risks of false decisions in conformity assessment of a finite sample of N
items — batches or lots of a material, drug, or food, continuously pro-
duced at a factory [67]. Evaluation of such risks is especially important
for characterization of a new technological process; when a supplier of
raw materials was changed; a key person from the staff and/or a part of
the production equipment was replaced; etc. In other words, this is a
useful tool for an intermediate analysis of the production success at its
installation and any improvement, as well as for monitoring environ-
mental changes.

The second extension, named total combined risks was applied to the
assessment of the pharmaceutical equivalence of generic and brand-
name medicines produced by two corresponding manufacturers. In
such a case, the risks of false decisions on the equivalence are a com-
bination of the total risks of conformity assessment of both the products
[41,68]. Evaluation of total combined risks can also be applicable when
conformity assessment includes testing chemical composition and

¢
2D —» 1D
)
“ ] : 3D — 2D
)

Orthogonal/Euclidian 4D — 3D

simultaneously physical, (micro)biological, or sensory characteristics of
a substance, material, or object.

3.2. Modelling

3.2.1. Correlations

Many techniques are used during development and validation of a
chemical analytical method to overcome metrological reasons of cor-
relation between measured values cy, of the two or more component
contents of the same item, i = 1, 2, ..., n, when their actual (true) values
¢; are not correlated. Some of these techniques include extraction of
target components (analytes) from a sample and chromatographic sep-
aration of an analyte from other components of the sample. Chemo-
metrics software is applied for separation of spectral signals and
multivariate calibrations of spectrometers. Sample digestion and stan-
dard additions of an analyte to a sample are used for calibration of a
measuring system to overcome multiplicative matrix effects, and so on.
Correlations that have arisen in the routine measurement process
should, in general, be negligible and measured content values ¢;, of two
or more components of the same item are expected to be metrologically
independent — such data are presented in Fig. 5 as the green part of the
Venn diagram.

In practice, if statistically significant correlation between measured
values of contents of components of the same item is detected, analysis
cannot be continued without a thorough chemical analytical inspection
of the reason for the correlation in the laboratory. For example, when a
medication is tested routinely with a pharmacopeial HPLC procedure,
correlations might be related to the resolution of the chromatography
column used, and if it is not able to separate the analytes completely, the
column must be replaced by another one. In Ref. [32] such an event is
rated as a skill-based mistake or omission error (lapse).

c c, c;tc,=100%
G
¢t ¢t e3=100%
€ )
Ca
cte,teyte,=100%
() Cy

Fig. 6. Orthogonal coordinates of Euclidean spaces (left column) and simplices (right column). The variables c; (%) are contents of a material or object components i

=1, 2, 3, and 4; each simplex vertex corresponds to c;
one [38].

100 %; D is dimension. In each case, the mass balance constraint reduces the number of dimensions by
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At the same time, the measured values c;, of a particular component i
in two or more items (e.g., the active pharmaceutical ingredient in
samples of a generic and brand-name medicine) tested in the same
laboratory, may not be metrologically independent, since the same
equipment and measuring instruments are applied [69].

Moreover, measured values c;, of component contents of a substance
or material are inevitably correlated when their actual values c; are
correlated. Correlations of true component contents ¢; can be caused by
natural physico-chemical properties of substances, such as stoichiom-
etry, and by technological reasons in the material production (e.g., in
generic reproduction of a brand-name medicine). In any case, the
observed correlations are taken into account in conformity assessment
using conventional multivariate statistical methods [37], regardless of
the correlation origin — metrological, natural, technological or their
combination. The correlated data are shown in Fig. 5 as the light blue
part of the Venn diagram.

A special case is when component contents of a substance or material
are subject to a mass balance constraint, i.e. sum of the actual contents c;
- mass fractions or amount fractions — is 1 or 100 %. Measured values of
such component contents are called “compositional data.” These data,
indicated in Fig. 5 by the dark blue color, are intrinsically correlated and
the relevant correlation was named by Karl Pearson in 1897 as
“spurious” [38].

3.2.2. Mass balance constraint

There is a strong message in the literature stressing how traditional
statistical techniques may produce inadequate results if applied to raw
compositional data [70]. Mathematical aspects of Compositional Data
Analysis (CoDA) based on an isometric logratio transformation of the
original measured values and its applications in environmental analysis,
geology and other fields have been intensively developed [71-73].
However, CoDA applies the constraint directly to the measured values,
without considering their associated measurement uncertainties.

When n true (actual) component contents c; of a substance or ma-
terial are subject to a mass balance constraint (3"} ; ¢; = 1 or 100 %), the
component contents are compositional data, that may be depicted in a
multidimensional simplex, as in Fig. 6, in which Euclidean geometry
cannot, in general, be applied blindly. For the model ¢; + c2 = 100 %,
the correlation between the two component contents is exactly equal to
—1. For the model ¢; + c3 + ¢3 = 100 %, the first component content can
be derived from the other two, i.e., c; = 100 % — c2 — c3, and the cor-
responding Pearson correlation coefficients are (r12)an = — 53/ (3 +53)
and (r13)an = — $3/(s3 + s3), respectively, where s; is the standard de-
viation of the i-th component content c; actual value. Note that a mass
balance constraint is applicable to actual component contents c;, while
the sum of measured values ¢, can, in general, be different from 1 (or
100 %, or another constant) because of measurement uncertainties u;y,
associated with the measured values.

The vector of actual component content values ¢ = [cy, C2, ..., Cql
describes the n-component (n-part) composition of a material or sub-
stance and lies within the compositional space, i.e., the simplex

S'= {C_[C17627~~'7cﬂ]

¢>0,i=1,2,....n; Zi”lci—k}. @

where k is usually equal to 1 or 100 %. As c; are positive quantity ratios, a
vector ¢ multiplied by any positive constant retains the same informa-
tion as the original one, i.e., represents the same composition and can be
considered as an equivalence class. This property is termed “scale
invariance.” In other words, if ¢ is scaled by a constant, e.g., content
values ¢; change from parts-per-unit to percentages, the information
which ¢ conveys is completely equivalent. Therefore, it is natural to
select a representative of the equivalence class to facilitate data analysis
and interpretation of corresponding results. This selection is formalized
by the closure operation:
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As vector ¢ represents the actual n-component composition of a

substance or material, component contents c; are the measurands in
conformity assessment, and c is the vector of the measurands.

clo (c)=

@

3.2.3. Bayesian approach

According to Bayes’ theorem, a prior knowledge of the measurand
values (actual contents ¢ of components in the items) and new infor-
mation acquired during the measurement (modelled by a likelihood
function) are combined in a posterior probability density function (pdf)
[74]. Such posterior pdf, containing all the available information, is then
used for the evaluation of the risks [8,39].

Knowledge about a composition ¢ can be modelled by a random
multivariate posterior variable and expressed in terms of its probability
density function (pdf). Such a pdf combines prior knowledge about the
measurands and new information acquired during the measurements:

g(c | em) =Cgo(c)h(cm | €), ©))

where ¢, is the vector of measured content values Cjp; g(c | cm) is the
multivariate posterior pdf, i.e. the probability density function of actual
values ¢ when the obtained measured values are c¢y; C is a normalizing
constant; go(c) is the multivariate prior pdf; and h(cm| c¢) is the multi-
variate likelihood function taking into account the measurement un-
certainties and possible covariance terms, characterizing the
distribution of measured values ¢, for one and the same sample of the
item with actual component content values c.

The total global risks of a false decision on the conformity of a
multicomponent material or object are evaluated according to the
following formulae, for the consumer and the producer, respectively:

R.— /F /A 2(€)h(cm | €) demde, and )

R, :// go(c)h(cm | €) demde, 5)
TJ A

where T is the multivariate tolerance/specification domain Ty x Ty X -+
x Tp; A is the multivariate acceptance domain A; x Ay X -+ X Ap; the
integral symbols indicate multiple integrals; superscript “c” of T in the
formula for R, means “complementary” for at least one T;, whereas the
integration with respect to all ¢;y, is performed within A; the superscript
“c” of A in the formula for R, means “complementary” for at least one A;,
whereas the integration with respect to all ¢; is performed within T.

The total specific risks for the consumer and the producer are
calculated, respectively, by:

R =1- /g(c | ¢m)dc when ¢y, is in A, and ©

C
T
) 100 100
R;:/ / / g(c | em)dcwhen ¢, areoutside A for1 <i<wv.
I T, Jo 0

)

Here R is the probability that at least one of corresponding actual
content values ¢; is outside its tolerance interval, when all the measured
content values c;;, are within their acceptance intervals (false con-
forming); symbol v in Eq. (7) for R; indicates the number of those
components whose measured content values c;, are outside their
acceptance intervals, v < n.

3.2.4. Prior pdf

When a large enough dataset of results of tested items of the same
material produced at the same factory is available in the laboratory, it
can be used for approximation of the prior pdf. This is also possible with
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the corresponding dataset of results of monitoring the same environ-
mental compartment. The assumption is that the actual content values c;
are approximated by the test/measurement results c;,, adequately, when
measurement uncertainty is negligible in comparison with item-to-item
(batch-to-batch) variations caused by intrinsic variability of conditions
of the material production, environmental conditions, etc.

For modelling univariate risks in conformity assessment of a single
component, the prior pdfs in Ref. [36] were approximated with
lognormal distributions for contents of total suspended particulate
matter (TSPM) in ambient air of industrial zones; the Weibull distribu-
tion was applied for contents of pesticide residuals in tomatoes; Stu-
dent’s and normal distributions were used for the contents of active
pharmaceutical ingredients (APIs) in some drugs. Multivariate risks
were modelled in Ref. [37] with the prior pdfs of the independent
contents of three denaturants in alcohol for industrial use, approximated
by normal distributions; TSPM contents in ambient air around three
different quarries — by lognormal distributions (no correlation among
test results was observed); correlated contents of four APIs in a cold/flu
medication, and correlated contents of four components of a
platinum-rhodium (PtRh) alloy — by multivariate normal distributions.

For a case of mass balance constraint, the data properties need to be
taken into account when assigning a corresponding prior pdf [38]. As the
vector ¢ is non-negative, and the vector of mean values g and covariance
matrix V are only assumed to be known, a truncated multivariate normal
distribution TMN(g, V) on the nD region [0, k]" corresponds to the prin-
ciple of maximum entropy distribution [75,76]. Therefore, it was applied
for the prior pdf modelling. Three scenarios are considered:

1) modelling all the actual values of the components’ contents by
applying the closure operation clo(c) to ¢ which follows a TMN(u, V);

2) modelling actual values of n-1 components’ contents by a TMN (', V')
on a (n-1)D region and then deriving the n-th as 100 % minus the sum
of the other components’ values; and

3) sequentially modelling one component at a time by a (univariate)
truncated normal distribution, whose domain of definition depends
on the previously modelled component c; value.

These modelling approaches were applied in Ref. [38] for evaluation
of risks in conformity assessment of the PtRh alloy, pure potassium tri-
oxidoiodate, a sausage, and synthetic air. When a suitable experimental
dataset is absent, selection of an appropriate prior distribution in risk
assessment can be based on the theoretical knowledge about
physico-chemical and other properties of the item under study, and
common sense [77,78].

3.2.5. Likelihood function

A distribution of measured values ¢, at a given actual content values
¢ of components of a multicomponent material or object, is caused by
measurement uncertainties u; (in general, by covariance matrix U
associated with cp), that are available from the analytical method
validation data. Note that the contribution of measurement uncertainty,
arising from sampling a test item, may be important in conformity
assessment [79,80].

For modelling univariate risks of a single component and multivar-
iate risks in conformity assessment of a multicomponent material or
object, mentioned in Sec. 3.2.4, normal distributions were applied.

The modelling of the likelihood function for measured content values
cm in the case of a mass balance constraint is based on a choice of an
appropriate pdf with zero expectation for an error vector ey, translated
then to the vector of actual content values ¢ generated according to the
prior. Thus, vector ¢, is recovered as ¢, = ¢ + ey. The covariance
matrix U associated with ¢, contains the squared measurement
uncertainties u? and the covariance terms u; whose corresponding
correlation coefficients are the same as for the covariance matrix V
associated with c¢. The modelling of the likelihood function for such
cases follows that of the prior by the three scenarios above in Sec. 3.2.4.
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3.2.6. Posterior pdf

The posterior distribution is the normalized product of the prior and
the likelihood according to Eq. (3). Since the posterior pdf predicts
further actual content values (after accumulation of the dataset used for
modelling the prior pdf), taking into account what may happen during
the measurement process via the likelihood function, the closure oper-
ation is not appropriate for the posterior data. In other words, the sum of
the calculated (predicted) actual component content values may differ
from 100 % because any predicted value has its associated uncertainty.

3.3. Evaluation

When prior pdfs and likelihood functions are modelled using
analytical expressions for the approximating distributions as in Refs.
[36,37], the risks may be evaluated just by Egs. (4)-(7), either using
analytical calculations or numerically.

For evaluation of the total global risks in the case of variables related
to a mass balance, a Monte Carlo numerical solution is typically the most
helpful [38]. The total global producer’s risk is evaluated considering
the fraction of simulated vectors in which all the actual values are within
the corresponding tolerance region T, while at least one of the measured
values is out of its acceptance interval A;. The total global consumer’s
risk is estimated as the fraction of vectors in which all the measured
values are within the acceptance region A, while at least one of the
actual values is out of its tolerance interval T;.

As for the total specific risks, for each specified vector of measured
values, the integrals of the posterior pdf involve the ratio of multiple
integrals of the joint pdf with respect to variables c; over appropriate
domains. The numerical evaluation of such integrals is performed again
by simulation of M random vectors [ci, ..., Cn, Cim, ---, Cnm), generated
according to the prior modelling for ¢; values and the likelihood
modelling for c;, values.

An inverse task is recalculation of the acceptance limits (region A)
using the known tolerance limits and obtained estimates of the total
risks for reduction of the risks to admissible values [81,82]. Note that in
practice, a change of acceptance limits reducing the risks simultaneously
for both, consumer and producer, is possible only by decreasing the
measurement uncertainties u; through investment in new equipment and
measuring instruments. Decreasing item-to-item (batch-to-batch) vari-
ations, i.e. the terms of the covariance matrix V, for reducing the risks is
out of the laboratory scope.

Available examples of practical applications of this approach for
assessment of the risks of false decisions, mentioned already in Sec.
3.2.4, are related to investigations of out-of-specification test results of
concentrations of total suspended particulate matter in ambient air of
industrial zones; pesticide residues in tomatoes; sodium chloride and
r-adrenaline in a long-term study of drugs; and cetirizine dihydro-
chloride assay in a bulk material [36]. Examples of assessment of risks of
false decisions on conformity of multicomponent materials were
developed for custom control of denatured alcohols; monitoring total
suspended particulate matter in ambient air contributed by three inde-
pendent stone quarries; control of composition of a cold/flu medication;
and of a PtRh alloy [37]. Mass balance constraints were considered for
assessment of risks of false decisions on conformity of the PtRh alloy
evaluated in the previous study; conformity of pure KIO3; a summer
(dry) sausage; and synthetic air [38].

3.4. Limitations
As per usual, limitations apply to the modelling and evaluation:

a) the use of any model as a simplified reflection of reality;

b) adequacy of the assumption of negligible definitional uncertainty of
actual component contents c¢; including inhomogeneity and/or
instability of an item of the multicomponent substance, material, or
object;
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Risks of false decisions
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Performing a test / human errors —»
]

Interpreting test results

| I Measurement uncertainty —

Fig. 7. A scheme of risks of false decisions in an analytical chemistry laboratory. Risks in performing a test, caused by human errors not reduced by the quality
system, affect measurement uncertainty which is the reason for false decisions in interpreting test results at conformity assessment.

c) adequacy of the treatment of a dataset of item-to-item (batch-to-
batch) test/measurement results for modelling a prior pdf;

d) goodness-of-fit of experimental and theoretical distributions, etc.

e) limitations of applied computational methods (e.g., Monte Carlo)
and programming.

It is expected that all these limitations (as well as those in modelling
and evaluation of risks caused by human errors) will be minimized in the
near future with the integration of artificial intelligence (AI) in analyt-
ical chemistry (testing) laboratories for risk assessment [83].

4. Conclusions

There are two groups of decision-making risks in an analytical
chemistry (testing) laboratory that directly influence quality of mea-
surement/test results, summarized schematically in Fig. 7.

The first group consists of the risks of false decisions caused by
human errors in performing a test. The approach to modelling and
evaluation of such risks is based on estimates/judgements of a compe-
tent laboratory expert (supervisor, quality manager or similar) who has
the necessary knowledge for the elicitation process using an ordinal
scale. The applied mathematics is simple. However, a laboratory ordinal
dataset is of a small size, and the obtained estimates change with
changes in the laboratory staff and/or equipment. Future development
of this approach using ordinal data analysis of variation ORDANOVA
and a computerized tool, could be helpful.

The second group of risks is from false decisions in conformity
assessment of test results judged against the specification/tolerance
limits due to measurement uncertainty. These risks are modelled and
evaluated using a large enough dataset of the laboratory for different
batches or lots of the product (or results of monitoring an environment
compartment), by the Bayesian approach, and multivariate statistics
that are able to overcome correlations of the data and a mass balance
constraint.

It is expected that limitations of the modelling and evaluation of risks
of both groups will be minimized with integration of Al in analytical
chemistry (testing) laboratories for risk assessment.
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